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As Ethereum continues to thrive, the Ethereum Virtual Machine (EVM) has become the cornerstone powering
tens of millions of active smart contracts. Intuitively, security issues in EVMs could lead to inconsistent
behaviors among smart contracts or even denial-of-service of the entire blockchain network. However, to
the best of our knowledge, only a limited number of studies focus on the security of EVMs. Moreover, they
suffer from 1) insufficient test input diversity and invalid semantics; and 2) the inability to automatically
identify bugs and locate root causes. To bridge this gap, we propose OPDIFFER, a differential testing framework
for EVM, which takes advantage of LLMs and static analysis methods to address the above two limitations.
We conducted the largest-scale evaluation, covering nine EVMs and uncovering 26 previously unknown
bugs, 22 of which have been confirmed by developers and three have been assigned CNVD IDs. Compared
to state-of-the-art baselines, OPDIFFER can improve code coverage by at most 71.06%, 148.40% and 655.56%,
respectively. Through an analysis of real-world deployed Ethereum contracts, we estimate that 7.21% of the
contracts could trigger our identified EVM bugs under certain environmental settings, potentially resulting in
severe negative impact on the Ethereum ecosystem.
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1 Introduction

Ethereum is the second-largest blockchain platform, supporting smart contracts as its killer appli-
cation [6]. Numerous applications are built upon smart contracts, such as NFTs [26], decentralized
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finance [23], and games [16]. At the time of writing, the total market capitalization of Ethereum
has reached up to $307.21 billion [12]. To support the execution of smart contracts, the Ethereum
Virtual Machine (EVM) serves a critical role as the core execution environment. Instead of running
on each client node, EVMs can also be executed in local environments, such as simulating execution
results for smart contracts during prototype testing [52].

Given that vulnerabilities in smart contracts can result in substantial financial losses, the security
of smart contracts has drawn considerable attention from both academia and industry [52, 63, 66, 67].
In contrast, the security of the underlying EVM has been underexplored, which can result in even
more severe negative impacts. CVE-2021-39137 [17], a consensus vulnerability in Go-Ethereum
(Geth) [21], triggered a chain fork on Ethereum mainnet in August 2021. Due to Geth’s widespread
deployment as the dominant Ethereum client, this vulnerability allowed malicious contracts to
fork Geth nodes from the mainnet as a result of inconsistent contract results, introducing double-
spending risks. The vulnerability stemmed from memory corruption in the EVM precompiled
contract datacopy, highlighting the necessity for rigorous EVM implementation testing.

To the best of our knowledge, only a few tools are available for testing the EVM, including
EVMFuzzer [28], NeoDiff [45] and go evmlab [56, 59]. Specifically, EVMFuzzer is the first differential
testing tool for EVM, using mutation on the source code of smart contracts to generate test inputs,
while NeoDiff directly generates contract bytecode through predefined template. Meanwhile, go
evmlab employs state transition tests based on similar pre-defined templates.

However, testing EVMs are hindered by some inherent limitations. On the one hand, it is
challenging to generate diverse and semantically-valid test inputs. Current work either generates
test inputs on source-code-level through compilation, which greatly reduces diversity [28], or only
performs syntax-correct mutations on bytecode-level without considering semantic validity [45, 56,
59]. It is hard to find a balance between these two requirements. On the other hand, it is challenging
to achieve automated bug identification and root cause localization for identified EVM inconsistencies.
Current approaches directly provide EVM developers with contracts that trigger inconsistencies,
which brings a huge time and manpower burden to their subsequent debugging work.

This work. We present OPDIFFER, an opcode-level differential testing framework for EVM, which
can generate semantically-valid and diverse test inputs for differential testing and automatically
identify EVM implementation bugs with the corresponding root causes inside EVM. We take advantage
of Large Language Models (LLMs) with static analysis methods to extract opcode definitions from
the specification, applying control-flow-oriented mutation and argument-oriented mutation to
generate opcode-level test inputs. With collected results from differential testing, we focus on three
critical metrics to identify bugs and propose a root cause localization algorithm leveraging LLMs to
link the bug back to its corresponding implementation within the EVM. We have evaluated the
effectiveness of OPDIFFER on nine EVM implementations covering multiple scenarios. Compared
with state-of-the-art baselines, OPDIFFER increases code coverage by 71.06%, 148.40% and 655.56%,
respectively. Moreover, OPDIFFER has successfully uncovered 26 distinct bugs, 22 of which have
been confirmed, and three of which are assigned CNVD IDs.

Contribution. We make the following contributions in this work:

e We present OPDIFFER, an opcode-level differential testing framework for EVM, which can generate
semantical-valid and diverse test inputs by taking advantage of LLMs and static analysis.

e We propose an automated bug identification and root cause localization algorithm, leveraging
LLMs to locate the faulty implementations in EVMs to facilitate risk assessment and bug patch.

e OpDIFFER has identified 26 unknown bugs from nine EVM implementations, among which 22
have been confirmed or patched with our timely disclosure. Additionally, three vulnerabilities
have been assigned with CNVD IDs.
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e Our evaluation of real-world Ethereum contracts indicates that opcodes with faulty implementa-
tions are widespread (7.21% of existing contracts) within Ethereum mainnet.

2 Background
2.1 Ethereum Virtual Machine

Ethereum Virtual Machine. The Ethereum Virtual Machine (EVM) serves as the runtime environ-
ment for executing Ethereum smart contracts. Designed as a stack-based virtual machine, the EVM
executes bytecode at a low level. The architecture of the EVM encompasses several foundational
concepts that are essential to Ethereum’s execution[62]:

e Stack. The EVM operates with a stack-based architecture, maintaining a stack of up to 1024
elements, each represented as a 256-bit word.

e Memory. The memory model of EVM is a volatile, word-addressable byte array, with all memory
locations initially defined as zero.

e Gas. To prevent network abuse and address challenges inherent to Turing completeness, all
computations in the EVM incurs fees, measured in units of gas. The gas fees are charged on
opcode level, whose price may fluctuate according to the concrete behavior of the opcode. For
instance, the EVM opcode BALANCE has a variable gas cost: if the address queried by BALANCE
has already been accessed within the same transaction, the gas cost is 100; otherwise, a higher
dynamic gas charge of 2600 applies.

e Storage. The storage in EVM is a persistent key-value store which is part of the Ethereum state,
with all locations initially set to zero. Storage can be read and written using the specific opcodes,
like SLOAD and SSTORE.

e Code. The bytecode of the smart contract to be executed is stored in an immutable ROM within
EVM, accessible only through specialized opcodes (e.g., CODESIZE, CODECOPY).

e Program Counter. The program counter (pc) in the EVM indicates the position of the next opcode
to be executed. For opcodes that include operands (e.g., PUSH1 0x60), the pc is incremented by
1+ x, where x represents the number of operands.

Ethereum Virtual Machine Opcodes. An EVM opcode is an atomic instruction that the EVM
can interpret and execute. Opcodes are building blocks of smart contract bytecode and are used
to perform various operations within the EVM. Each opcode is represented by a single byte (8
bits), which allows for a range of 256 possible opcodes (from 0x@0 to OxFF in hexadecimal). As of
October 2024, Ethereum had undergone its latest mainnet upgrade, known as Dencun [25], which
has expanded the EVM to include 149 opcodes.

Ethereum Specifications. The Ethereum network is a continuously evolving decentralized system.
To effectively test the security of the EVM, it is essential to understand its design and security
features based on Ethereum specifications. Currently, the primary specifications for Ethereum
include The Yellow Paper, Ethereum Improvement Proposals (EIPs), and Ethereum Execution Client
Specifications.

o The Yellow Paper. The Ethereum Yellow Paper [62] provides a mathematically rigorous formal
specification of the Ethereum protocol and the EVM execution model. While its mathematical
formalism ensures precision, it presents comprehensive challenges for programmers and has not
been updated beyond the Shanghai fork of April 2023 [25].

e Ethereum Improvement Proposals. Ethereum Improvement Proposals (EIPs) [13] are standards that
define potential new features or processes for the Ethereum network. Once an EIP is accepted
and implemented, it may modify or extend the specifications presented in the Yellow Paper,
ensuring that the formal documentation remains consistent with protocol developments.
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Table 1. A comparison of existing differential testing tools for EVM, where Level and Approach refer to their
test inputs generation methods. The @, ©, and O symbols represent full, partial, and no semantic validity or
diversity, respectively.

Tool ‘ Level Approach ‘ Challenge #1 ‘ Challenge #2

Validity Diversity | Bug Identification Root Cause Localization

EVMFuzzer | source code compilation [ @) opcode length, gas -
NeoDiff bytecode template (@) © type-hash, state-hash Opcode
FuzzyVM bytecode template O © state transition -

o Ethereum Execution Layer Specifications. For the purpose of providing a more programmer friendly
and up-to-date specification of Ethereum than the traditional Yellow paper [60], the Ethereum
Execution Layer Specification (EELS) [20] was introduced. The EELS serves not only as an EVM
implementation, but also as a specification of the core components of an Ethereum execution
client. It is written in Python, with a focus on clarity and readability. EELS provides a current
and detailed description of the Ethereum execution client specifications, integrating the latest
protocol updates to ensure continued compatibility with the Ethereum mainnet.

2.2 Differential Testing

Over the past decade, fuzzing has emerged as an exceptionally effective approach for uncovering
software bugs [50]. Fuzzing generally requires a test oracle—a mechanism to identify whether
the output is correct or erroneous. In cases where an oracle is not easily available, differential
testing comes to use. Specifically, differential testing is used to identify bugs or inconsistencies
by comparing the behavior or outputs of multiple implementations of the same functionality. In
this approach, the same input is provided to each implementation, and their outputs are compared.
Any discrepancies between the outputs can indicate unexpected behavior or potential bugs in
one or more of the implementations. Differential testing first requires generating test inputs for
target programs to execute. During the execution, the runtime information will be collected for
comparison and further bug report. Differential testing is particularly effective for uncovering
semantic or logical bugs that do not exhibit explicit erroneous behaviors, such as crashes or assertion
failures.

3 Challenges & Solution

In this section, we will detail the challenges in performing differential testing for EVM by providing
motivating examples in §3.1. Then, we will propose our high-level solution in §3.2.

3.1 Motivating Example & Challenges

Given the complexity of the EVM, fully avoiding implementation bugs remains challenging. To
illustrate this, we present the following motivating example. Fig. 1a shows a bug (as well as its
patch) in SealEVM [51], a custom third-party EVM implementation. Specifically, this bug is a
mathematical calculation related bug within the implementation of opcode EXP. When executing
the opcode EXP with crafted parameters, SealEVM will be stuck, disrupting the normal execution of
subsequent opcodes. The root cause is that SealEVM lacks the modulus implementation defined in
the specification, as shown at Line 9 of Fig. 1b. Triggering this bug requires 1) a deep understanding of
the semantics of the EXP opcode in the specification, and 2) careful construction of the corresponding
parameters as input.

In summary, conducting differential testing against different EVM implementations presents
significant challenges, which can be summarized into two aspects in Table 1.
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1 ++ func expModulus () *big.Int {
2 ++ m := &big.Int{}
3 ++ return m.Exp(big.NewInt(2), big.NewInt(256), nil)
4 ++ 3}
5
6 func (i *Int) Exp(e *xInt) *Int {
7 -- i.Int.Exp(i.Int, e.Int, nil)
8 ++ i.Int.Exp(i.Int, e.Int, expModulus)
9 return i.toI256()
0 }
(a) How SealEVM implements the EXP opcode, as well as the patch.
1 def exp(evm: Evm) -> None:
2 base = Uint(pop(evm.stack))
3 exponent = Uint(pop(evm.stack))
4 exponent_bits = exponent.bit_length()
5 exponent_bytes = (exponent_bits + Uint (7))
6 charge_gas (
7 evm, GAS_EXPONENTIATION + GAS_EXPONENTIATION_PER_BYTE x exponent_bytes
8 )
9 result = U256 (pow(base, exponent, Uint(U256.MAX_VALUE) + Uint(1)))
0 push(evm.stack, result)
1 evm.pc += Uint (1)
(b) The specification of the EXP opcode.
Fig. 1. A motivating example about the bug of the EXP opcode in SealEVM.
def jump(evm: Evm) -> None: // bytecode 602056...6080
jump_dest = Uint(pop(evm.stack)) 1 PUSH1 20 // Counter
charge_gas (evm, GAS_MID) 3 JUMP // Jump to counter

if jump_dest not in evm.
valid_jump_destinations:
raise InvalidJumpDestError
evm.pc = Uint(jump_dest) 20 PUSH1 8@ // Not a JUMPDEST

(a) The specification of the JUMP opcode. (b) A semantically invalid case.

Fig. 2. An example for illustrating a semantically-invalid case.

Challenge #1: Generating test inputs that satisfy both diversity and semantic validity
requirements is challenging. Testing the EVM implementation first requires the generation of
test inputs. Currently, source-code-level and bytecode-level test input generation exist, which suffer
from this challenge.

Specifically, source-code-level methods require source code as inputs to generate more test inputs.
However, leveraging source code for testing has certain limits. According to the prior work of
P. Ma et al. [43], only 2% of the contracts are open-source. In addition, our analysis of recently
verified open source contracts (Etherscan dataset at §5.3) has shown that 88.42% contracts are
ERC20 contracts. Those ERC20 contracts represent real-world business logic, and attackers are
unlikely to open source malicious contracts or share their bytecode. This limits the characterization
of malicious behaviors and hinders the effective testing of EVM implementations against corner
cases. In other words, the diversity of test inputs generated from source-code-level methods cannot
satisfy the real-world requirements.

As for bytecode-level methods, they directly take contract bytecode as inputs and perform
mutation to enlarge the diversity of the test input corpus. However, the mutation only considers
the syntax correctness without semantic constraints. For example, Fig. 2b illustrates a JUMP related
bytecode snippet. Though it meets the syntax correctness, like stack balance, it does not consider
that each JUMP requires a corresponding JUMPDEST as its semantic validity requirement, which is
illustrated in Fig. 2a. Consequently, the bytecode-level methods would generate test inputs with
semantic invalidity.
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Challenge #2: It is challenging to achieve automated bug identification and root cause
localization for EVM inconsistencies. Though differential testing does not require oracles,
identifying the specific bug and localizing the corresponding root cause in EVM is still challenging.
Specifically, different EVM adopts different programming languages and component architectures
in their implementations. Moreover, they may behave distinctively on the same metric. For ex-
ample, due to language-specific features, EVM implementations handle errors differently across
platforms. Consequently, identifying if bugs, i.e., discrepancies, really exist by comparing EVM be-
haviors is difficult. As for the root cause localization, it also puts forward further requirements on
the scalability of the method. Specifically, only providing bytecode test input is of limited help to
developers, because they do not know which opcode or which logic problem in the EVM causes
this inconsistency. However, as mentioned above, different EVMs adopt different programming
languages and architectural designs, leading to the challenges in locating the root cause.
Limitations of current tools. To the best of our knowledge, only a few tools are available for
testing the EVM, i.e., EVMFuzzer [28], NeoDiff [45], and FuzzyVM [56, 59]. We underline all existing
tools have certain limitations.

Specifically, EVMFuzzer is the first differential testing tool for EVM, utilizing source codes of smart
contracts as seeds and employing 8 predefined mutators to generate new contracts. Subsequently,
these contracts are compiled into bytecode for execution within the EVM. Intuitively, its method is
limited by Challenge #1. Moreover, it requires huge manual effort to confirm bugs and localize
root causes, i.e., the ones stated in Challenge #2.

As for NeoDiff, it is a feedback-guided differential fuzzing framework for EVMs. It directly
generates contract bytecode based on predefined templates and mutates them with feedback
information. Due to the use of human-crafted templates, the generated bytecode exhibits similar
structures, leading to insufficient diversity (Challenge #1). Moreover, the excessive length of
the NeoDiff generated bytecode complicates the process of bug identification and it is limited to
reporting only the opcode responsible for the inconsistencies, lacking a comprehensive analysis of
their underlying causes as discussed in Challenge #2.

FuzzyVM [59], maintained by developers from the Go-Ethereum Team [21], generate test inputs
based on pre-defined templates and performs fuzzing on Geth. The actual execution is handled by
Go evmlab [56], which facilitates differential testing with other EVM implementations. Specifically,
FuzzyVM conducts state transition testing to find EVM bugs. State transition tests [15] first define
the pre-state and execution environment of the EVMs, then execute a sequence of transactions to
achieve a post-state. However, since the state test requires a well-defined execution environment
setting and complicated transaction sequences, expert knowledge is necessary to write state tests
effectively, which reflects the issues discussed in Challenge #1. Besides, FuzzyVM requires manual
effort to review inconsistencies, which also faces the Challenge #2.

3.2 Solution

In response to these two challenges, we propose the following ideas: To tackle Challenge #1, we
propose the concept of opcode-level test inputs generation. It refers to generating short snippets for
each opcode based on specifications. To ensure the semantic validity and diversity of generated test
inputs, we combine static analysis with Large Language Models (LLMs). Leveraging the advanced
capabilities of LLMs in natural language understanding and the ICFG parsed by static analysis,
as well as the control-flow-oriented and argument-oriented mutation strategies, we can generate
semantically valid and diverse inputs tailored for differential testing. Regarding Challenge #2, we
instrument the target EVMs and introduce three metrics designed to evaluate EVM implementation
consistency for automated bug detection. For confirmed bugs, we propose a root cause localization
algorithm leveraging LLMs to locate the responsible implementation in the source code.
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Fig. 3. The workflow overview of OPDIFFER.
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4 Approach

This section presents the design of our framework, dubbed as OPDIFFER.

4.1 Overview

Fig. 3 illustrates the workflow of OPDIFFER. As we can see, it can be divided into three phases,
i.e., LLM-assisted test input generation (§4.2), differential testing (§4.3), and bug identification &
root cause localization (§4.4). Specifically, OPDIFrER takes EELS (the specification for each opcode
written in Python, see §2.1) as inputs. Then, OpDIFFER will generate test inputs, while considering
diversity and semantical validity, with the help of LLMs and static analysis. Before conducting the
differential testing, OPDIFFER will initiate the execution context for all EVMs. After the execution,
the results and runtime data from instrumented EVMs will be parsed in a uniform format for bug
identification, which will be further utilized for root cause localization. At last, OpDIFFER will
output the corresponding bug reports.

4.2 LLM-Assisted Test Input Generation

Instead of using the existing source code of smart contract, which intertwines the implementation
correctness of the compilers as described in Challenge #1, we employ a generation-based method
to directly generate EVM bytecode for testing. Initially, we employed template-based methods to
generate test inputs derived from the Ethereum Execution Layer Specification (EELS). However,
this approach requires significant human effort to read the specification and manually design the
templates. Considering the presence of code comments and definitions within specifications and
the recent advancements demonstrated by Large Language Models (LLMs) in code generation and
natural language processing tasks [31, 38, 40, 55, 64], LLMs offer an effective approach to interpret
and generate test inputs based on opcode specifications. In order to improve the performance of
LLMs on this specific type of task, we take advantage of the EELS to construct prompts. This phase
can be further divided into four steps.

4.2.1 Step I: Opcode Seeds Construction. To facilitate the test input generation, we leverage LLMs
to build initial seeds for each opcode. Specifically, we first explored the GitHub repository of EELS!
[20], where the semantics of each opcode is defined and written in Python functions. For each
opcode, we generate prompts to create the corresponding seed generators. Fig. 4 is a prompt used
for constructing a seed generator for the EVM opcode BYTE. As we can see, the prompt consists of
context, task description, output requirements, additional notes, and the opcode definition from
EELS. Fig. 5 presents an example seed generator of the opcode BYTE opcode generated by LLMs.
The seed generator can generate a bytecode sequence, i.e., seed, that correctly invokes the BYTE
opcode by placing valid parameters on the stack, ensuring the semantical validity.

1EELS defines the EVM opcodes in the src/ethereum/fork/vm/instructions folder.
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Prompt 1: Opcode seed generator construction

System: You are an expert in Ethereum Virtual Machine (EVM).

Task: Given the following opcode specification, you should write a Python function that
generates executable bytecode test case for the given opcode.

Requirements:

1. The function should create a valid bytecode sequence, including any required push opera-
tions and memory operations for operands.

2. The function should also add the bytecode corresponding to the opcode itself.

3. Use random to generate random values where necessary, such as for operand lengths.

4. The function should return the bytecode as a hex string.

Note: There is no need to explain your answer, just return the Python code.

Input: EVM opcode BYTE and its specification.

1 def get_byte(evm: Evm) -> None:
For a word (defined by next top element of the stack), retrieve the
Nth byte (@-indexed and defined by top element of stack) from the
left (most significant) to right (least significant).
evm : The current EVM frame.

# STACK
2 byte_index = pop(evm.stack)
3 word = pop(evm.stack)
# GAS
4 charge_gas(evm, GAS_VERY_LOW)
# OPERATION
5 if byte_index >= 32:
6 result = U256(0)
7 else:
8 extra_bytes_to_right = 31 - byte_index
# Remove the extra bytes in the right
9 word = word >> (extra_bytes_to_right * 8)
# Remove the extra bytes in the left
10 word = word & OxFF
11 result = U256 (word)
12 push(evm.stack, result)
# PROGRAM COUNTER
13 evm.pc += 1
. J

Fig. 4. Prompt for generating seed generator of the BYTE opcode.

Existing research [18] has demonstrated that GPT-4 could achieve high accuracy in Python code
generation tasks, particularly for short code snippets. Our evaluation indicates that the length of
the seed generator is an average of 14 lines of code. Furthermore, our experimental results validate
GPT-4’s high accuracy, underscoring the feasibility of this approach.

4.2.2 Step ll: Specification-Based ICFG Extraction. Though Step I illustrates that directly taking
the EELS as input to construct seeds is feasible, since there may be function calls within the EELS
(such as the charge_gas call at Line 4 in Fig. 4), considering only the specification function defined
in EELS cannot cover its control flow completely. For example, if external function calls are not
taken into consideration, only two paths of opcode BYTE will be generated, as shown in Fig. 6a.
However, callee may introduce additional control flows, if these are overlooked, it can prevent the
generation of test inputs that cover the certain control paths each opcode may execute at runtime.
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def generate_byte_bytecode() -> str:
# Initialize an empty bytecode array
bytecode = bytearray()
# Generate and push a random value (1 to 32 bytes) onto the stack
lengthl = random.randint (1, 32)
push_bytecode_hex1 = generate_push_bytecode(lengthl)
push_bytecodel = bytes.fromhex (push_bytecode_hex1)
bytecode.extend (push_bytecodel)
# Push a byte index (0x@ to @xff) onto the stack
length2 =1
push_bytecode_hex2 = generate_push_bytecode(length2)
push_bytecode2 = bytes.fromhex (push_bytecode_hex2)
bytecode.extend (push_bytecode2)
# Append the BYTE opcode (@x1a)
bytecode.extend(b"\x1a")
return bytecode.hex()

Fig. 5. A generated seed generator for the BYTE opcode.

@ len(stack) > 0 len(stack) < 0

index < 32 index > 32 ey

len(stack) > 0 len(stack) < 0 Path 1

left >3 left <
gas_left > gas_left<3 Path 2

¥ Path 3
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len(stack) < 1024 len(stack) > 1024 Jen(stack) < 1024

Stack
Overflow,

Path 7 Path 5, Path 6 Path 4

Path 1

(a) Without considering ICFG. (b) Considering ICFG.
Fig. 6. The control flow of BYTE in EVM, where the specification and line numbers in Fig. 4.

As shown in Fig. 6b, the pop will introduce an additional control flow if the stack is empty, and the
charge_gas will revert if the given gas has been exhausted. Therefore, we parse and extract the
inter-procedural control flow graph (ICFG) for each opcode’s specification, which could capture
the control flow relationships across different functions.

4.2.3  Step Ill: Control-Flow-Oriented Mutation. To generate test inputs with diversity and seman-
tical validity, we utilize the reasoning and inferential capabilities of LLMs to mutate the existing
seeds to cover more paths defined in the control flow of opcode specification. Specifically, to ensure
that the test inputs generated by LLMs remain valid and executable, we leverage the previous
seeds from §4.2.1 to construct the input prompts. These seeds produced by seed generators serve
as concrete examples that guide the LLMs in producing test inputs that adhere to the expected
structure and specifications, ensuring semantical validity. Considering that LLMs may struggle
with interpreting hexadecimal bytecode seed, we convert the seed into its mnemonic representation
to enhance the LLM’s comprehension of the example. The input of the prompt consists of the
opcode name, an example bytecode seed in both its hexadecimal and mnemonic forms, and an
inter-procedural control flow graph (ICFG). Leveraging their reasoning and inferential capabilities
regarding control flow within the ICFG, LLMs are expected to mutate the seeds and output a list
of valid bytecode, tailored for execution within the EVM environment. An example prompt for
control-flow-oriented mutation is shown in Fig. 7.
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Prompt 2: Opcode control-flow-oriented mutation

System: You are an expert in Ethereum Virtual Machine (EVM).
Task: You will receive a JSON object with these four fields about an EVM opcode:
Requirements:

1. opName: The name of the EVM opcode.

2. seed: An example of a valid hex string bytecode seed for the opcode BYTE.

3. seed_mnemonics: The mnemonic representation of the seed, which is helpful to understand
the bytecode.

4. ICFG: The inter-procedural control flow graph (ICFG) described in Python, covering all
possible paths of the opcode’s specification, constructed using the Graphviz dot tool. The
bytecode provided in seed field represents one possible execution path in the ICFG.

Objective:

1. Generate a comprehensive set of test inputs that cover all possible paths through the
opcodes as defined by the provided ICFG.

2. Each test input must be a valid hex string representing valid bytecode. You may refer to
the format of the provided example, but you do not need to strictly follow it.

3. Return the test inputs in a comma-separated list format, where each element is the corre-
sponding hex string.

Input format: A JSON object containing the four values above.

Output format: Only a comma-separated list, where each element is a bytecode string

executable within the EVM environment.

EXAMPLE OUTPUT:

[hexstr_1, hexstr_2, ..., hexstr_n]

Note: No explanation is needed, just output the test inputs in a comma-separated list.

Fig. 7. Prompt for implementing control-flow-oriented mutation for opcode BYTE.

4.2.4 Step 1V: Argument-Oriented Mutation. Considering that reaching certain branches in the
control flow paths outlined in the opcode specification requires operands to be boundary values
(For example, Path 4 in Fig. 6b), LLMs may fail to mutate seeds to cover all the paths in the CFG.
Moreover, relying solely on LLMs to produce diverse bytecode is economically expensive. Therefore,
we propose an argument-oriented mutation strategy to mutate the arguments in the mutated seed
to introduce diversity and randomness for differential testing. The Algorithm 1 illustrates the details
of argument-oriented mutation strategy. Specifically, as shown in Line 15, Line 17 in Algorithm
1, we apply mutations to the operands following the PUSHX opcodes by replacing them with their
boundary values or random values with a probability, where X is the byte length. This approach
aims to introduce diversity in operand values, increasing the likelihood of reaching edge cases in
the execution paths.

4.3 Differential Testing

In the second phase, OpD1rFER will conduct differential testing by taking the generated test inputs
from §4.2 as inputs on EVMs. However, given the target EVMs are implemented in a different
manner, we need to provide a consistent context for them. Moreover, instead of only examining
the final state for each EVM, we also analyze the intermediate states during the differential testing.
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Algorithm 1: The algorithm of argument-oriented mutation

1
2
3
4

5

=)}

10
11
12
13
14
15
16
17
18
19
20
21

22

Input: seed — the EVM bytecode seed to be mutated
p — the mutation probability
t — the number of mutation iterations
Output: testinputs — the set of test inputs after mutation
Function Mutation(seed, p, t):
testinputs «— @;
for iteration < O to t do
seedpyr <— """ // Initialize empty seed
for index < 0 to seed.length do
opcode « seed[index : index + 2];
seedmyur < seedmy; || opcode;
index < index + 2;
if opcode € PUSHX_SET then
byteslen «— getBytelLen(opcode);
index < index + 2 X byteslen;
r < RandomFloat(0, 1);
if r < p then
if r < p/2 then
‘ operand « 00 X byteslen ; /1 All zeros
else
‘ operand «— FF X byteslen ; // All ones
else
‘ operand « RandomBytes(byteslen) ; // Random valid operand
seedp,y; — seedpy, || operand;
testinputs « testinputs U seedpmy; ; // Add the mutated seed to the set
return testinputs

4.3.1 Consistent Context Initialization. To avoid false alarm during differential testing, we initialize
all EVMs in a consistent context, including forks, account states, and global states.

Forks. Ethereum adopts forks to introduce technical upgrades or changes [25]. In the context of
EVM, different forks may represent different instruction sets, and even functionalities. To ensure
the compatibility among EVMs, we configure all EVMs under the same fork, i.e., Cancun [25].
Account states. Ethereum can be taken as a state machine, where transactions can lead to the
changes of permanent data, e.g., accout balance. To avoid the distinctions brought by these
account states, we initialize a set of accounts under the same addresses with identical balances
and embedded codes (i.e., smart contracts).

Global states. Apart from account states, Ethereum has several inherent global attributes, which
may affect the state of the whole blockchain, e.g., chainid, block number, and timestamp. Similarly,
to ensure the testing consistency, we must unify their values across EVMs.

For each round of differential testing, the context should be initialized consistently as we men-

tioned above. However, we have to argue that different context setting may lead to different
behaviors. For example, the Path 3 in Fig. 6b is related to the gas availability, which will be triggered
exclusively by insufficient gas allocation. Thus, before each round of testing, we will randomize
the context while ensuring its consistency among EVMs. Note that, since not all EVMs support
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custom context configurations, we had to modify the source code of certain EVM implementations
to achieve such a consistency.

4.3.2 Differential Testing. After setting the context, OPDIFFER takes test inputs generated from
the §4.2 as inputs and conducts differential testing. Besides the final state, the runtime intermediate
states, e.g., stack and memory, are also considered by OpDIFrER for the following bug identification
and root cause localization. Inspired by the EIP-3155 [46], we manually record the EVM state before
the execution of each opcode in a same format. Specifically, for each opcode, we pay attention to
the program counter, the opcode name, remaining gas, consumed gas, stack, memory, and other
auxiliary data. This enables us to record necessary runtime information, ensuring comprehensive
capture of execution details for each EVM.

4.4 Bug ldentification & Root Cause Localization

With collected states from the differential testing in the second phase, we specifically pay attention
to some fields that are critical to cause EVM bugs. By leveraging LLMs, we can further pinpoint the
corresponding functions in EVMs, reducing the burden of debugging for developers.

4.4.1 Bug Identification. To identify bugs from EVM inconsistencies, we focus specifically on to
the following three metrics abstracted from collected states in the second phase.

o Return data. The return data inside EVM is primarily utilized for messages calls to return values. It
works similarly to a hash representing the outcome of execution, directly reflecting inconsistency
between EVMs.

o Gas usage. As the EVM is designed to use gas to restrict the resource abuse, EVM will charge the
gas for each opcode before the operation is actually executed. If the gas usage is inconsistent, it
means that either opcode is not implemented according to the specification, or a different control
flow is taken by an EVM.

e Storage. Storage is one of the permanent data stored on-chain. Intuitively, its changes can
also be used as an indicator. In total, six opcodes are related to storage changes, i.e., SSTORE,
TSTORE, CREATE, CREATE2, SELFDESTRUCT, and REVERT?. Before and after the execution of these
six opcodes, we parse and record values in storage to identify if any inconsistency exists.

To ensure that the bug is reproducible, we will reproduce the identified bugs using the previously
saved information. Specifically, we will re-execute the test input that triggered the bug on the EVMs
with the same configuration as the prior run. In summary, we will extract these three metrics from
all intermediate and final states to assess any discrepancies between EVM implementations.

4.4.2  Root Cause Localization. After bugs are identified as mentioned in §4.4.1, it is essential to
locate their root causes to reduce duplicates and assist developers in fixing the corresponding issues.
Thus, we propose a root cause localization algorithm, as shown in Algorithm 2.

Firstly, we compare all values in fields of all states generated from different EVM implementations
to locate the specific opcode that triggered the inconsistency (Lines 2 - 4). With the opcode
corresponding to the identified bug, we further need to figure out which part of the implementation
in EVM is responsible for that. We utilize LLMs to extract the mapping relations between opcodes
and their corresponding functions in EVMs (Line 5). Based on our analysis of the specification,
we found that the logic in EELS for handling opcodes can be divided in to four phases: stack, gas,
operation, and pc. Therefore, when inconsistencies are detected, the root cause is identified by
pinpointing the specific phase where the discrepancy occurs (Lines 10 — 17). For instance, if the
divergence is observed in the stack values, it indicates the issue lies in the implementation on

ZPlease refer to [53] for their detailed explanations.
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Algorithm 2: Root Cause Localization Algorithm

Input: testinput: the EVM test input that triggered inconsistency
sc: the source code of the EVM
Output: opcode: the opcode responsible for the inconsistency
func: the function implementing the opcode
cause: the root cause
1 Function RootCauselLocalization(testinput,sc):

2 cause <« "";

3 runtime;nr, < Execute(testinput) ; // Get runtime information
4 opcode «— Compare(runtimepf,) ; // Get the responsible opcode
5 funcMap < LLM4ExtractFunc(opcode, sc) ; // Extract opcode-function map
6 foreach pair € funcMap do

7 if pair.key is opcode then
8 func « pair.value;
9 diff « getDiff(runtime_info, opcode) ; /! Compare runtime information
10 if diff found in stack then

11 ‘ cause <« cause || "stack handling implementation”;

12 if diff found in gas then

13 ‘ cause «— cause || "gas handling implementation"”;

14 if diff found in memory then

15 ‘ cause < cause || "operation execution implementation”;

16 if diff found in pc then

17 ‘ cause «— cause || "program counter handling implementation";

18 return (opcode, func, cause)

handling the EVM stack. Finally, the responsible opcode, its corresponding function in EVMs, as
well as the root cause identified by Algorithm 2 are returned.

5 Implementation and Evaluation

We implemented OpD1rFFER with Python, building on top of EVMFuzzer. To parse the ICFG from
the Ethereum Execution Layer Specification, we use Scalpel [37], a static analysis framework for
Python. For the integrated LLM, we choose the latest version of GPT-4o, the state-of-the-art LLM
from OpenAl. Our experiments aim to answer the following four research questions:

RQ1 How is the performance of OpDIFFER compared to baselines?

RQ2 How many real-world bugs in EVM implementations can be identified by OpDIFFER, and
what are their root causes?

RQ3 What are the characteristics and the real-world impacts of the detected bugs?

RQ4 How does each component of OPDIFFER contribute to its code coverage?

Experiment Setup & Baseline Selection. All experiments were performed on a desktop running
Ubuntu 20.04 with an Intel i7-12700 CPU and 128GB RAM. We selected the state-of-the-art EVM
testing frameworks, EVMFuzzer [28], NeoDiff [45] and FuzzyVM [59] as baselines for our evaluation.
For test input generation, EVMFuzzer operates at the source-code-level to produce bytecode for
EVM execution, which faces challenges in §3.1. In addition, NeoDiff generates bytecode-level test
inputs using predefined templates, but similarly struggles with a lack of diversity, as discussed
in §3.1. FuzzyVM generates state test inputs using different strategies, which are also limited in
diversity, as illustrated in §3.1.
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Table 2. Overview of the selected EVM implementations.

Category EVM Project Language Github Stars Version

Geth [21] Golang 47.4k 1.14.9
execution client Besu [33] Java 1.5k 24.8.0
Nethermind [47] C# 1.3k 1.29.1
Py-EVM [22] Python 2.3k 0.8.0b1
evmone [19] C++ 867 0.11.0
standalone EVM ethereumjs [14]  TypeScript 2.6k 2.1.0
revm [1] Rust 1.6k 0.9.0
SealEVM [51] Golang 16 0.3.0
custom EVM Chainmaker [48] Golang 3 2.3.3

Table 3. Code coverage results for 12 hours.

Tool ‘ Geth (All) Geth (Opcode Funcs) ‘ SealEVM (All) SealEVM (Opcode Funcs)

OPDIFFER 54.40% 91.85% 90.10% 89.87%
EVMFuzzer 31.80% 44.12% 56.60% 57.38%
NeoDiff 21.90% 17.98% N/A N/A
FuzzyVM 7.20% 1.43% N/A N/A

Targeted EVMs. To systematically test the EVM implementations, we collected 49 EVM imple-
mentations in the Ethereum ecosystem to the best of our efforts. Out of them, we choose three
categories of EVM as our targets, which together cover more than 97% execution clients on the
Ethereum mainnet [2] and include all officially recommended standalone EVM implementations
[24]. Besides, to test the completeness of minority third-party EVM implementations, we also select
two relatively niche EVMs for analysis. Our target EVMs can be divided into three categories, i.e.,
Ethereum mainnet execution client’s EVM, Ethereum officially recommended standalone EVM, and
Third-party custom EVM, as shown in Table 2. All these EVMs are actively maintained by developers,
with their most recent commits pushed within the past two months.

5.1 RQ1: Comparison with Baselines

To compare the performance of OpDIFFER with baselines, we mainly focus on their code coverage
on EVMs. As Geth is the only EVM supported by all tools, we first take Geth into consideration.
As OpDIFFER is implemented based on EVMFuzzer, thus both of them support SealEVM. Finally,
against Geth and SealEVM, we ran OpDIFFER, EVMFuzzer, NeoDiff and FuzzyVM for 12 hours. As
both targeted EVMs are implemented in Golang, we take advantage of its official code coverage
tool [29]. We measured not only the code coverage of the EVM as a whole, but also the specific
functions responsible for opcode processing. We recorded the code coverage on an hourly basis,
where the results are shown in Fig. 8 and Table 6.

Overall Results. As shown in Table 6, when considering Geth/evm as a whole, OPDIFFER achieves
a code coverage of 54.4%, surpassing the coverage of EVMFuzzer, NeoDiff, and FuzzyVM by 71.06%,
148.40% and 655.56%, respectively. When only considering the opcode-related functions, OPDIFFER
can cover 91.85% of statements, which is 108.18%, 410.85% and 6323.08% more than EVMFuzzer,
NeoDiff and FuzzyVM, respectively. FuzzyVM reached the lowest coverage for Geth that only 1.43%
of the lines in the opcode implementation functions were touched. This may be attributed to its
inability to generate semantically valid and diverse test inputs. In the case of SealEVM, the results
are similar. Compared to EVMFuzzer, OPDIFFER achieves 59.18% and 56.62% higher code coverage
when considering SealEVM as a whole or only opcode-related functions. The reason behind such a
significant improvement is that OPDIFFER proposes an opcode-level test input generation approach
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Fig. 8. Coverage results of OPDIFFER, EVMFuzzer, NeoDiff and FuzzyVM on Geth and SealEVM. Bars represent
the achieved code coverage, while lines represent the coverage improvement by which OpDIFFER exceeds
EVMFuzzer, NeoDiff and FuzzyVM.

based on the EVM specification, which can generate semantically valid and diverse test inputs
with LLM’s assistance. In contrast, due to EVMFuzzer generates bytecode through compilation,
while NeoDiff and FuzzyVM utilizes templates-based approach for test input generation; these tools
struggle to produce semantic-valid and diverse test inputs capable of covering certain statements
in EVM implementations.

Coverage Trend. We measured the code coverage on an hourly basis. After twelve hours, the
coverage results of all tools eventually converge, which are displayed in Fig. 8.

As shown in Fig. 8a, OPDIFFER achieves higher coverage than EVMFuzzer, NeoDiff and FuzzyVM
throughout the entire testing process. The coverage of other tools has converged within less than
one hour, indicating that existing tools fail to test the Geth implementations of EVM opcodes due to
lack of diversity of test inputs. Although baselines may generate more test inputs than OPDIFFER,
their generated inputs cannot further improve the coverage across target EVM implementations.
In contrast, OPDIFFER generates more diverse and semantically valid test inputs, resulting in its
increase in coverage even after eight hours. In addition, Fig.8b demonstrates OPDIFFER’s coverage of
opcode-related functions compared to baselines. While EVMFuzzer initially shows higher coverage
by testing multiple opcodes simultaneously through compiler-generated bytecode, OPDIFFER’s
depth-first strategy focuses on thorough testing of individual opcodes. Despite a lower initial
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coverage in the first five hours, OPDIFFER ultimately achieves 59.18% and 56.62% higher coverage
than EVMFuzzer after 12 hours on SealEVM, as shown in Fig.8c and Fig. 8d.

Answer for RQ1: Compared with three state-of-the-art baselines, OPDIFFER achieves at most
148.40% and 410.84% coverage improvement when considering the EVM as a whole and only the
opcode-related functions, respectively. The continuous growth of the code coverage proves the
effectiveness of our proposed test input generation method.

Table 4. Details of all identified bugs of OPDIFFER, Qty is the number of affected opcodes, Opcode is an
example affected opcode. Symbols @,0, and O represent bugs assigned CNVD/CVE IDs, currently under
review, or not reported, respectively.

No. Project State Root Cause Opcode Qty Issue CNVD
1 Fixed Network fork PUSHO 6  #29782 (@)
2 Geth Fixed Instruction set ~ PREVRANDAO 1 #29722 o
3 ¢ Fixed  Address setting ~ BALANCE 1 #30254 O
4 Fixed Fee setting BASEFEE 1 #30279 @)
5 Fixed Gaslimit setting GASLIMIT 1 #7432 (@)
6 B Fixed Fee setting BASEFEE 1 #7433 o
7 esu Fixed Tracing REVERT 1 #7608 O
8 Fixed Entry point N/A N/A #7430 @)
9  Nethermind Confirmed Instruction set PUSHO 6 #7629 (@)
10 EthereumJS Confirmed Address setting N/A N/A #3236 [ )
11 Will fix ~ Memory tracing N/A N/A #3561 @)
12 Pv-EVM Fixed Missing field ~ SELFDESTRUCT 1 #2176 [ J
13 y Reported Fee setting N/A N/A #2162 ()
14 revm Confirmed Fee setting N/A N/A #1702 (@)
15 Reported  Address setting N/A N/A #1704 (@)
16 EELS Reported Memory N/A N/A  #981 O
17 Reported Description N/A N/A  #992 (@)
18 Will fix Fee setting N/A N/A  #18 @)
19 Fixed Stack CREATE2 1 #21 (@)
20 Fixed Pc manipulation N/A N/A  #27 ©
a1 SealEVM Fixed Memory MSIZE N/A  #28 o
22 Fixed Storage EXTCODESIZE N/A  #30 O
23 Fixed Math EXP 6 #31 ()]
24 Fixed Stack CREATE2 1 #1092 @)
25 ChainMaker Fixed Pc manipulation N/A N/A #1140 ©
26 Fixed Math EXP 6 #1173 ©

5.2 RQ2: Real-World EVM Bugs

We have shown that OpDIFFER can achieve higher coverage than the state-of-the-art baselines. We
will further explore the capability of OPDIFFER in detecting real-world EVM bugs.

In total, OpPDIFFER has identified 26 bugs, whose detailed information is shown in Table 4. To
assist further investigation, we prepare detailed and reproducible steps and potential root causes
for every identified bug. We collect all identified bugs as well as the output reports and report
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Table 5. Statistics of two datasets that are used to evaluate the real-world impact for identified buggy opcodes.

Dataset #Contracts #Opcodes #Buggy Opcodes Buggy Rate

Gigahorse 10,000 55,777,530 1,874,626 3.36%
Etherscan 10,000 58,979,456 4,253,359 7.21%

them to the corresponding EVM developers. As we can see, of the 26 identified bugs, 22 of them
have been confirmed by the developers already, and 17 have been fixed at the time of writing.
Additionally, the developers have indicated plans to fix two of the remaining issues in future updates.
We further conducted manual analysis to identify if there are security vulnerabilities. Among the
26 confirmed bugs, three vulnerabilities have been assigned with China National Vulnerability
Database (CNVD) IDs, while five of them are still under review by CNVD and NVD. From Table 4,
we can observe that: 1) Regardless of which of the three categories the EVM falls into, bugs affect
them uniformly. 2) Developers have an active attitude towards the bugs identified by OPDIFFER, as
they promptly confirmed and fixed the bugs with our assistance. We attribute this responsiveness
to the comprehensive and reproducible bug reports provided, which streamline the debugging and
validation processes for developers. 3) Execution client EVM implementations have the fewest
security-related bugs due to extensive testing before their deployment. In contrast, standalone and
custom EVMs remain vulnerable to several bugs, underscoring the critical importance of rigorous
testing across all EVM implementations.

Answer for RQ2: Out of nine Ethereum mainnet execution client EVMs, standalone EVMs,
and third-party custom EVMs, OPDIFFER can successfully identify 26 bugs. With our timely
disclosure, 22 bugs have been confirmed, while 3 of them may lead to severe impacts and have
been assigned CNVD IDs.

5.3 RQ3: Bug Characterization

To further illustrate the impact of identified bugs on blockchain systems, we assess the real-
world consequences of these EVM bugs by analyzing smart contracts from the Ethereum mainnet.
Additionally, we present case studies for two critical identified bugs.
Real-world impact. Out of 26 identified bugs, there are 21 opcodes that are responsible for them,
accounting for 14.1% of all valid opcodes defined in the specification. To evaluate the real-world
impact of our detected bugs, we assume that if a contract contains one of the buggy opcodes, when
it is executed on the corresponding EVM with specific context, the bug can be triggered. We have
to argue that this rate is the upper bound of real-world impacts of detected EVM bugs as there
is still much effort left to exploit the vulnerability. However, an attacker could deploy malicious
contracts containing buggy opcodes on the mainnet and send specific transactions designed to
trigger the associated bugs in the affected EVM implementations. Such an attack could disrupt
normal clients by causing issues during block synchronization and the execution of transactions.

Specifically, we collected two datasets. One is from Gigahorse [30], consisting of 10,000 compiled
contract bytecode, while another is 10,000 recently verified contracts from Etherscan [27], as certain
buggy opcodes are introduced in recent Ethereum forks, like PUSH@ and MCOPY. The second dataset
was compiled using the latest version of the Solidity compiler (solc 0.8.28). Our analysis indicates
that 88.42% of the contracts in this dataset conform to the ERC20 standard, which reflects the
homogeneity of the source-code-level test input generation methods.

As presented in Table 5, our experimental results indicate that 1,874,626 and 4,253,359 opcodes
respectively in the two datasets could be affected by our identified EVM bugs. The corresponding
rates of affected opcodes are 3.36% and 7.21%, respectively. This evaluation demonstrates that the
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1 for opcode in computation.code:
2 opcode_fn = computation.get_opcode_fn(computation.opcodes, opcode)
3 computation.logger.trace(
4 "OPCODE : _Ox%x_(%s)_|_pc_:%s",
5 opcode ,
6 # Bug here: the mnemonic field for the SELFDESTRUCT func is not defined
7 opcode_fn.mnemonic,
8 max (@, computation.code.pc - 1),
9 )
0 e
Fig. 9. Case study #1: the buggy implementation of SELFDESTRUCT in Py-EVM.
1// ...
2 LondonBlock: new(big.Int),
3 ArrowGlacierBlock: nil,
4 GrayGlacierBlock: nil,
5 TerminalTotalDifficulty: big.NewInt (Q),
6 TerminalTotalDifficultyPassed: true,
7 // Bug fix: add the following lines to support newly introduced opcodes
8 MergeNetsplitBlock: nil,
9 ShanghaiTime: &shanghaiTime,
0 CancunTime: &cancunTime
17/

Fig. 10. Case study #2: the buggy implementation of PREVRANDAQ in Geth, as well as the patch.

opcodes with EVM implementation bugs we detected are widely distributed across the Ethereum
ecosystem, highlighting their widespread existence in real-world smart contracts. Although the
proportion of potentially affected opcodes is currently around 3.36% on the Ethereum mainnet, this
rate could increase when new compiler features are enabled and become more widely used.

Case #1. The first case is the 12th entry in Table 4, which has been assigned with CNVD-2024-
40890. This is a bug of Py-EVM 0.8.0b1, which is a Python implementation of EVM. It is related
to the Py-EVM implementation for opcode SELFDESTRUCT, as shown in Fig. 9. As we can see,
before executing the opcode, Py-EVM will first look up the implementation function opcode_fn
for the specific opcode (Line 2). However, because in the function for SELFDESTRUCT, the field
mnemonic is not defined yet (Line 7). As a result, Py-EVM raises an error and halts the execution
for following opcodes. Attacker could exploit this vulnerability by crafting malicious bytecode,
enabling a denial-of-service (DoS) attack on Py-EVM.

Case #2. This case includes the 2nd entry in Table 4, related to the well-known Geth. According to
statistics [2], Go-Ethereum (Geth) is the most widely used execution client on the Ethereum mainnet
as of October 2024. We find that when executing the opcode PREVRANDAOQ, Geth/evm triggers a
runtime error, indicating an invalid memory address or nil pointer dereference. This issue is caused
by an incorrect instruction set configuration, preventing the opcodes introduced in the post-Paris
forks from executing correctly. With our detailed reports, the developers confirmed and fixed
this bug. As shown in Fig. 10, developers fixed this bug by adding correct configurations for the
supported instruction set from Line 8 to 10.

Answer for RQ3: On the one hand, the opcode-related bugs we found are widely present in
the real world and can be triggered after setting appropriate parameters for EVMs. On the other
hand, we found that these bugs can be triggered by a single opcode, highlighting the necessity
of opcode-level testing.

5.4 RQ4: Ablation Studies

To assess the contribution of each component of our differential testing framework OPDIFFER,
we performed ablation studies focusing on three key components: the seed generator (Seed), the
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Table 6. Code coverage results of ablation Study. "w/o" denotes "without," while "CFMut" and "ArgMut" refer
to the control flow mutator and argument mutator, respectively.

Tool ‘ Geth (All) Geth (Opcode Funcs) ‘ SealEVM (All) SealEVM (Opcode Funcs) ‘ Average Coverage Reduction

w/o Seed 48.30% 66.02% 71.20% 80.83% -14.96%
w/o CFMut 52.70% 89.50% 88.60% 89.27% -1.54%
w/o ArgMut 53.20% 90.36% 89.20% 89.28% -1.05%

OPDIFFER 54.40% 91.85% 90.10% 89.87% N/A

control flow mutator (CFMut), and the argument mutator (ArgMut). In a series of three independent
experiments, we sequentially removed one component at a time and evaluated the impact on code
coverage for both Geth and SealEVM. Specifically, in the first experiment, we removed the seed
from the seed generator along with its mnemonics (as shown in Fig. 7) and generated test inputs
without them. In the second experiment, we removed the ICFG (as shown in Fig. 7) and disabled the
control-flow-oriented mutation. While in the third experiment, we disabled the argument mutator,
using the raw output of LLMs as test inputs without mutation. The impact of each component
was assessed based on the observed code coverage. As shown in Table 3, the results demonstrated
that each component positively contributed to the code coverage of the target EVMs. Removing
any component led to a reduction in coverage. Next, we will analyze the effect of each component.
We first examined the impact of the seed generator. As shown in Table 3, removing the seed
generator resulted in the largest drop in code coverage (average code coverage loss of -14.96%),
followed by CFMut (-1.54%) and ArgMut (-1.05%). We argue that the seeds and its mnemonics
from seed generator provide a structured and well-defined example, enabling the LLMs to reason
and generate meaningful test cases. Without the ICFG, the LLMs failed to generate test cases that
explore additional execution paths in the opcode definition, leading to a 1.54% reduction in coverage.
Finally, we investigated the effect of the argument mutator. Since the argument mutator modifies
arguments in the stack to generate random operands, disabling it restricted the exploration of
corner cases in the specification, reducing the diversity of test inputs.

Answer for RQ4: Our ablation studies demonstrate that each component of OPDIFFER is
essential for enhancing code coverage on target EVM implementations, underlining the necessity
of integrating all three modules within OPDIFFER.

6 Discussion

Ethical Consideration. Our differential testing has detected 26 distinct bugs from various EVMs,
of which 22 have been confirmed or fixed by developers. To meet the ethical standards, we provide
detailed bug reports and reproducible test inputs to developers once after the analysis is done. More-
over, all identified vulnerabilities are reported to both developers and relevant security databases,
including the CNVD and NVD, for further disclosure and remediation.

Limitation. 1) Test input generation. As we utilize LLM to generate test inputs, the main limitation
lies on the LLM’s restricted reasoning capabilities due to their intrinsic limitations. To solve this, we
can introduce symbolic execution for a more accurate and comprehensive input generation, which
is reserved for future work. To mitigate the potential unreliability of LLM’s outputs caused by hallu-
cinations, the self-refinement [44] mechanism can be applied to iteratively enhance the consistency
and correctness of the output. 2) Root cause localization. Once we identified the responsible opcode,
determining the underlying root cause for non-execution-stage bugs remains challenging, such as
the bugs introduced at the EVM initialization stage. However, the localized responsible opcode can
still aid the process by excluding irrelevant opcodes for the following manual inspection. 3) Opcode
specification compatibility. Ethereum is evolving rapidly, which means that a new set of opcode
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specifications may be introduced in the future, like EOF [3]. However, we underline that OpPDIFFER
is scalable. By extracting the semantics of the corresponding specifications, we can equip LLMs
with essential domain knowledge, enabling them to autonomously reason and generate effective
test inputs. This method ensures that OPDIFFER remains adaptable to the evolving landscape of
Ethereum’s development.

7 Related Work

Blockchain Security. Much of the existing research on blockchain security has focused on smart
contract, with notable contributions from various tools and frameworks designed to identify
weaknesses in smart contracts [32, 34, 52, 54, 55, 57, 58]. While substantial advances have been
made in analyzing and detecting vulnerabilities in contract code, there is comparatively less focus on
the security aspects of the foundational EVM. EVMFuzzer [28] is the first differential testing tool for
EVM. NeoDiff [45] utilizes bytecode-level generation test input generation method to fuzz the EVM.
FuzzyVM [59] and go evmlab [56] are official differential testing tools maintained by Go-Ethereum
Team. However, as introduced in section §3.1, existing tools are limited in generating semantic-valid,
diverse test inputs and lack an effective root cause analysis for identifying potential bugs. Besides,
several studies have explored methods for testing blockchain consensus protocols [9, 41, 61, 65]
and RPC services [35, 36] in Ethereum execution clients.

Differential Testing. Differential testing has been widely applied in both academia and industry,
such as detecting issues in SSL/TLS implementations [5, 8, 49], compilers [31] , runtime [4, 7, 10,
11, 39, 68]. Specifically, PyRTFuzz designs a framework for Python runtime testing, which can
generate applications covering runtime APIs for fuzzing. WASMaker [7] uses real-world binaries
to generate semantic-rich test inputs. WADIFF [68] integrates symbolic execution techniques for
the generation of test inputs. OpDIFFER is fundamentally inspired by existing differential testing
methodologies and employs targeted testing approaches specifically designed for the unique context
of the Ethereum Virtual Machine.

8 Conclusion

In this paper, we present OPDIFFER, a differential testing framework for Ethereum Virtual Machine
(EVM) based on opcode-level test input generation. By leveraging LLM’s reasoning and compre-
hension capabilities and static analysis methods, OPDIFFER can generate semantically valid and
diverse test inputs according to the specifications. To assist following debugging processes, we also
propose an automated bug identification and root cause localization algorithm. Compared with
state-of-the-art baselines, our evaluation illustrates that OpPDIFFER can achieve up to 410.8% code
coverage improvement. Among nine EVM implementations spanning multiple scenarios, we have
uncovered 26 previously unknown real-world bugs, 22 of which have been confirmed or fixed and
three of them have been assigned CNVD IDs. Additionally, we investigated that 7.21% real-world
smart contracts can trigger these bugs under certain environmental settings.

Data Availability

The dataset, artifact and the main experimental results of OPDIFFER are available at [42].
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The Ethereum ecosystem, which secures over $381 billion in assets, fundamentally relies on client APIs as
the sole interface between users and the blockchain. However, these critical APIs suffer from widespread
implementation inconsistencies, which can lead to financial discrepancies, degraded user experiences, and
threats to network reliability. Despite this criticality, existing testing approaches remain manual and incomplete:
they require extensive domain expertise, struggle to keep pace with Ethereum’s rapid evolution, and fail
to distinguish genuine bugs from acceptable implementation variations. We present APIDIFFER, the first
specification-guided differential testing framework designed to automatically detect API inconsistencies across
Ethereum’s diverse client ecosystem. APIDIFFER transforms API specifications into comprehensive test suites
through two key innovations: (1) specification-guided test input generation that creates both syntactically valid
and invalid requests enriched with real-time blockchain data, and (2) specification-aware false positive filtering
that leverages large language models to distinguish genuine bugs from acceptable variations. Our evaluation
across all 11 major Ethereum clients reveals the pervasiveness of API bugs in production systems. APIDIFFER
uncovered 72 bugs, with 90.28% already confirmed or fixed by developers, including one critical error in
the official specifications themselves. Beyond these raw numbers, APIDIFFER achieves up to 89.67% higher
code coverage than existing tools and reduces false positive rates by 37.38%. The Ethereum community’s
response validates our impact: developers have integrated our test cases, expressed interest in adopting
our methodology, and escalated one bug to the official Ethereum Project Management meeting. By making
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APIDIFFER open-source, we enable continuous validation of Ethereum client API implementations, thereby
strengthening the foundational integrity of the entire Ethereum ecosystem.
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1 Introduction

As one of the most active blockchain platforms, Ethereum [10] hosts a diverse ecosystem of
applications, including decentralized finance [47], stable coins [55], NFTs [53], and Web3 games [25].
At the time of writing, the total market capitalization of Ethereum has reached up to $381.49
billion [22]. Currently, the Ethereum network comprises approximately 12K mainnet nodes [15].
Following The Merge [49], each Ethereum node must integrate both an execution layer (EL) client
and a consensus layer (CL) client to operate. Deploying such nodes requires substantial resources
(CPU, disk, and network bandwidth) [50], making Ethereum client API services the primary way
for most users to interact with Ethereum, rather than running their own nodes. For instance, when
Ethereum users submit a transaction, it must be signed with their private key, a process typically
handled by a cryptocurrency wallet (e.g., MetaMask [24]) or Web3 libraries (e.g., Web3.py [45],
ethers.js [56]). Despite the convenience these tools provide, all of them ultimately rely on the
Ethereum client API at the lower level to interact with the Ethereum network [54].

Given this central role in the Ethereum ecosystem, ensuring the correctness of client API
implementations becomes paramount. Bugs in these implementations can have severe consequences
for the entire ecosystem, including, but not limited to, inconsistencies when requesting blockchain
data (e.g., wrong account balances) and poor user experience (e.g., different response from identical
request). Such issues threaten the overall consistency and reliability of the Ethereum network.
Fig. 1 illustrates a real-world Ethereum client API bug observed on Etherscan, the most widely used
Ethereum browser [57]. Etherscan is a website that allows users to view and search blockchain
data, such as transactions and blocks [57]. In this case, the actual transfer value of a transaction
(0.01 ETH) was mistakenly displayed in the browser as 0.1 ETH, because Etherscan relies on a
faulty Ethereum client API implementation [95]. This seemingly small discrepancy could mislead
users, disrupt financial transactions, and undermine trust in Ethereum ecosystem, highlighting the
critical need for comprehensive testing of API implementations.

This necessity raises a critical question: How can we systematically test the Ethereum client
API implementations? The decentralized nature of Ethereum, with multiple independent client
implementations, presents both a challenge and an opportunity. While traditional API testing
approaches [2, 3, 66, 100] target single providers, Ethereum’s inherent diversity [1], multiple
implementations of the same protocol, makes differential testing [101] particularly suitable. By
comparing responses across different implementations, we can identify inconsistencies without
requiring predefined oracles.

After conducting a comprehensive literature review and tool search, we found that, there are
only two tools specifically designed for Ethereum client API testing, i.e., EtherDiffer [85] and
rpctestgen [91]. Applying differential testing to Ethereum client API implementations faces several
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Address Before After State Difference
v 0x897a96De...2A019f38e 0.1Eth 0 Eth +0.1

(a) Query the transfer value of a specific transaction on Etherscan; the value shown
in the State Difference section is 0.1 ETH.

E= The contract call From 0xc13CeD13...16a2f9B8B To 0x897a96De...2A019f38e produced 1 Internal Transaction

Type Trace Address From To Value Gas Limit

Q@ call_0_1 0x897a96De...2A019f38e > 0xc13CeD13...16a2f9. 0.01ETH 2,300

(b) Query the same transaction on Etherscan; the value shown in the Internal
Transactions section and the real transfer value on the chain is 0.01 ETH.

Fig. 1. A motivating example of a real-world Ethereum client APl bug on Etherscan. In this case, the transfer
value displayed in the browser (0.1 ETH in Fig.1a) is incorrectly shown as ten times the actual amount recorded
on the blockchain (0.01 ETH in Fig.1b). The root cause is that Etherscan uses a faulty Ethereum client API
provided by Erigon [95].

Table 1. Comparison of APIDIFFER with existing Ethereum client API testing tools in terms of supported
targets and capabilities.

Supported Challenge #1 Challenge #2
Tool : . . .
Testing Target | Test Input Generation | Bug Identification
EtherDiffer EL client API DSL human
rpctestgen EL client API template human
APIDiffer | EL & CL client API specification specification & LLM

challenges, which can be summarized in two aspects in Table 1. On the one hand, it is challenging to
generate test inputs for various Ethereum client API implementations. EtherDiffer adopts a DSL-based
approach to generate test inputs for EL client APIs, while rpctestgen is the official testing tool
maintained by Ethereum developers, relying on manually crafted test cases. These two approaches
rely on domain-specific languages [85] or manually crafted test cases [91], both of which require
significant expertise and human effort. Moreover, these methods struggle to keep pace with the rapid
evolution of Ethereum and suffer from scalability issues, making them inadequate for testing. On
the other hand, it is challenging to identify real bugs from testing results. Although differential testing
does not require predefined oracles, identifying bugs from observed inconsistencies remains difficult
due to the complex structure and variability of the responses. Besides, inevitable environmental
differences, permitted response inconsistencies, and semantically equivalent yet syntactically
different outputs often lead to false positives. These false positives require extra human effort for
bug identification and future fix.

Our work. To bridge this critical gap in Ethereum’s infrastructure testing, we present APIDIFFER,
a specification-guided differential testing framework. Unlike existing approaches that rely on
manual effort or outdated templates, APIDIFFER automatically synthesizes comprehensive test
requests directly from official API specifications, covering both EL and CL clients for the first time.
APID1FFER introduces two key innovations. First, it generates not only syntactically valid requests
but also semantically meaningful ones by extracting real blockchain data to ensure tests interact
with actual on-chain entities rather than non-existent addresses or blocks. Second, it dramatically
reduces false positives through intelligent filtering that combines specification-aware heuristics
with large language models to distinguish genuine bugs from acceptable implementation variations.
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Fig. 2. The relationship among users, Ethereum nodes, Ethereum blockchain network, and EL/CL clients
along with their exposed APls.
Our evaluation reveals APIDIFFER’s impact: across all 11 major Ethereum clients that collectively
secure $381 billion in assets, APIDIFFER uncovered 72 bugs, 90.28% of which have been confirmed
or fixed by developers, even including one critical error in the official API specifications themselves.
APIDIFFER achieves up to 89.67% higher code coverage than state-of-the-art tools while reducing
false discovery rates by 37.38%.
Contribution. In summary, we make the following contributions:
o We present APIDIFFER, the first comprehensive testing framework for both EL and CL Ethereum
client APIs, introducing specification-guided test generation that reduces manual effort.
e We develop an automated bug identification approach that reduces false positives by 37.38%
through semantic equivalence analysis.
o We demonstrate APIDIFFER’s effectiveness by uncovering 72 real-world bugs (90.28% confirmed/-
fixed) across all major Ethereum clients, achieving up to 89.67% higher coverage than baselines.
e We contribute to the Ethereum ecosystem with open-source tool and actionable insights, with
one bug escalated to official project management discussions.

2 Background
2.1 Ethereum Node

Asillustrated in Fig. 2, Ethereum node is serving as the gate between external users and the Ethereum
blockchain network. Following Ethereum’s transition from the proof-of-work to the proof-of-stake
consensus mechanism in 2022, known as The Merge [51], each Ethereum node now consists of two
components, i.e., the execution layer (EL) client and the consensus layer (CL) client [52].

o EL client. EL client, formerly known as the Eth1 client, is responsible for execution-related tasks,
e.g., transaction validation, propagation, and processing, as well as state management and smart
contract execution within the Ethereum Virtual Machine (EVM) [48].

e CL client. CL client is also known as the Beacon Node or the Eth2 client, which implements the
proof-of-stake consensus mechanism that enables the Ethereum network to reach agreement.
According to the specification [35], once 32 ETH is staked, the CL client can function as a validator,
participating in block validation and proposal. This incentive mechanism rewards nodes for
contributing to the consensus process while imposing financial penalties, such as slashing, for
malicious or non-compliant behavior.

Ethereum is known for its emphasis on decentralization and security, where a key factor con-
tributing to this is the client diversity [1], which plays a critical role in enhancing fault tolerance
and reducing the risk of consensus failures [110]. Specifically, client diversity refers to the presence
of multiple independent implementations of the Ethereum protocol, both execution and consensus, that
must be functionally equivalent but developed independently. As shown in Table 2, the Ethereum
mainnet currently are dominated by five EL clients, i.e., Geth [39], Nethermind [103], Besu [75],
Erigon [28], Reth [105], and six CL clients, i.e., Lighthouse [108], Prysm [87], Teku [23], Nim-
bus [116], Lodestar [14], Grandine [121], implemented in various programming languages. Despite
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Table 2. Details of existing Ethereum mainnet EL clients and CL clients.

Type Project Share Language Stars Version
Geth [39] 41% Golang  49.3k v1.15.12
Nethermind [103]  38% C# 1.4k v1.31.11
EL client Besu [75] 16% Java 1.7k 25.6.0
Erigon [28] 3% Golang 3.4k v3.0.11
Reth [105] 2% Rust 48k v148

Lighthouse [108] 42.71% Rust 3.2k v7.0.1
Prysm [87] 30.91%  Golang 3.6k v6.0.4

CL client Teku [23] 13.86% Java 708 25.5.0
Nimbus [116]  8.74% Nim 594 v25.6.0
Lodestar [14] 2.67% Typescript 1.3k  v1.31.0
Grandine [121] 1.04% Rust 221 1.1.1

their diverse design patterns and implementations, these clients are supposed to achieve same func-
tionalities and behave consistently.

2.2 Ethereum Client API

The only interface exposed to users by Ethereum nodes is the Ethereum client API. As maintaining
an Ethereum node is not trivial for normal users due to hardware and software requirements [50],
most Ethereum users interact with the blockchain through Ethereum client APIs exposed by third-
party Ethereum nodes. Specifically, there are two types of client APIs: EL client APIs (e.g., JSON-RPC
API [41]) and CL client APIs (e.g., Beacon API [33]). JSON-RPC APIs define a set of methods for
interacting with the EL client, enabling operations such as transaction submission, state queries,
and block retrieval. Beacon APIs allow users to query and participate in the Ethereum Beacon
Chain. They are standardized via shared specifications [33, 41], widely supported across multiple
clients and actively maintained. Thanks to this standardization, users and blockchain applications,
like crypto wallets, can consistently achieve various functionalities without needing to focus on
the underlying API implementations or operate their own Ethereum node. While there are other
exposed APIs, for example, GraphQL exposed by some EL clients [79] and various client-specific
APIs [65], they are inconsistently implemented and lack broad support. Accordingly, this work
focuses on these two well-supported sets of APIs (i.e., J[SON-RPC API and Beacon API), ensuring
our analysis remains relevant and comparable across different client implementations.

2.3 Differential Testing

Differential testing is a widely-adopted technique to identify potential bugs by comparing the
behaviors or outputs of multiple independent implementations of the same functionality without
requiring oracles [101]. When performing differential testing, an identical input is provided to each
implementation, and their outputs or behaviors are compared. Any discrepancies may indicate
unexpected bugs. Differential testing first requires generating test requests for the target programs
to execute. Then, during execution, the runtime information will be collected for comparison and
further bug reporting. Differential testing is particularly effective for uncovering semantic or logical
bugs that do not exhibit explicit erroneous behaviors, such as crashes or assertion failures.

3 Challenges & Solutions

In this section, we first present the challenges of performing differential testing targeting Ethereum
client APIs through a concrete motivating example in §3.1. Then, we provide a high-level overview
of our solutions in §3.2.
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3.1 Motivating Example & Challenges

Fig. 1 illustrated in §1 is a real-world Ethereum client API bug in Etherscan [72], the most well-
known Ethereum explorer, which can be regarded as a service that accesses on-chain data through
Ethereum client APIs and visualizes the corresponding data. This bug occurs when querying a
transaction' on Etherscan, where the transfer value is displayed differently on the external (0.1 ETH
in Fig. 1a) and internal (0.01 ETH in Fig. 1b) user views. The root cause of this bug lies in Etherscan’s
reliance on two APIs provided by Erigon [28], an EL client, separately in its inner and outer user
interfaces. In the outer layer, Etherscan uses trace_transaction to retrieve transaction metadata.
Because trace_transaction lacks support for capturing the beacon root contract call, the retrieved
transfer value is incorrect. In the inner user interface, Etherscan utilizes debug_traceTransaction
to parse the transaction metadata and obtain the correct transfer value.

A similar issue has also been observed in Reth [105], another EL client [94], where
debug_traceTransaction fails to execute the beacon root contract call, while trace_transaction
behaves correctly. We underline that severe impacts could be brought by such subtle differences. For
example, users may mistakenly believe that the transaction has transferred 0.1 ETH, leading to
misinformed decisions in trust, investment, or trading. Generally speaking, this bug also under-
mines user confidence in the integrity and robustness of the whole blockchain ecosystem, opens up
possibilities for malicious exploitation such as fraud or public opinion manipulation, and reveals
underlying consistency vulnerabilities in Ethereum client API implementations.

Considering its potential huge impact and the diversity of clients, we plan to conduct a compre-
hensive and thorough testing of various Ethereum client API implementations using differential
testing. We have summarized two key challenges.

Challenge #1: Generating test inputs for various Ethereum client API. Testing first requires
generating test inputs. Under the context of this paper, a test input is a request to the target API,
primarily consisting of the API name and its associated parameters. Currently, certain methods have
been developed for API test input generation [2, 29, 81, 83, 85, 91], which can be broadly classified
into three categories: 1) Manual composing. This category often indicates developers directly writing
test cases for APIs, typically through unit tests. While this approach provides a high level of control
and precision in testing specific API functions [29], it is inherently time-consuming, error-prone,
and lacks scalability for complex systems like Ethereum. 2) Automatic composing. Fully automatic
methods, particularly those leveraging machine learning models or Large Language Models (LLMs),
aim to intelligently explore the vast search space of API operations and parameters [2, 81, 83]. While
these methods significantly reduce manual effort, they often struggle with precision; specifically,
the automatically generated requests frequently fail to satisfy the rigorous syntactic or semantic
constraints required by complex protocols. 3) Semi-automatic composing. Methods in this category
typically utilize domain-specific languages (DSLs) or templates to help developers generate API
test cases [85, 91]. These approaches automate certain steps of test case generation while leaving
other parts to developers. It usually means finding a balance between the first two approaches.
However, they still impose a significant burden on developers to maintain DSLs or templates as the
underlying protocol evolves.

Challenge #2: Identifying true positive bugs from inconsistencies. Although differential
testing does not require predefined oracles, identifying actual bugs from observed inconsistencies
remains difficult due to the complex structure and variability of the responses. Specifically, the
following scenarios may lead to unnecessary false positives.

e Differences in testing environments and node states. Variations in runtime conditions and
synchronization status across nodes can introduce inconsistencies that are not indicative of

ITransaction Hash: 0x96dfd56413baf7ee53483d5d6788ea5faa621ee6bb7d4b8808408d1f07f72bf8
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actual bugs. For instance, the response of certain APIs (e.g., getSyncingStatus) depends on the
internal state of the Ethereum node, and nodes across the network may not be synchronized at
the same block height. If a node is still syncing, it may be unable to serve specific API requests.
In such cases, different responses from syncing nodes are expected, and treating these as bugs
would lead to false positives.

o Allowed inconsistencies in response. Certain fields in the response are allowed to differ across
nodes and should not be considered indicators of bugs. For example, fields like peer_id, which
represent a node’s public key, are inherently unique and can not be treated as inconsistencies.

e Semantically equivalent but syntactically different responses. Since clients are imple-
mented in different programming languages, they may return responses that differ in format
or structure but convey the same semantic meaning. For example, the message field in error re-
sponses is a string that provides details when an API call fails, where different clients may produce
different error strings that are semantically equivalent. When calling publishBlindedBlockV2
with invalid input, CL client Nimbus returns the message “Unable to decode data”, while another
CL client Prysm responds with “could not decode request body into..”. Despite the different
wording, both messages convey the same underlying error.

Limitations of current tools. To the best of our knowledge, only a few tools are available for
testing Ethereum client API implementations, i.e., EtherDiffer [85] and rpctestgen [91]. While
client teams may maintain their own internal test suites for their API implementations, these test
suites are typically not designed to cover all clients. The most obvious limitation is that different test
suites may be written in different languages, migrating one to another raises scalability challenges,
thus beyond our scope. Next, we argue that all existing tools have limitations in addressing our
proposed challenges.

Specifically, EtherDiffer is a differential testing framework for EL client APIs which introducing
a DSL to generate API requests. However, CL client APIs follows a different design paradigm, i.e.,
they are RESTful APIs rather than JSON-RPC (see §2.2). Moreover, the DSL-based approach heavily
relies on human expertise and lacks scalability, especially given the rapid and ongoing evolution
of the Ethereum protocol specification. Designing a new DSL for CL client APIs poses significant
challenges, as we mentioned in Challenge #1. Furthermore, EtherDiffer lacks a systematic mecha-
nism for identifying false positives in testing results, where all observed deviations are treated as
bugs and require tedious and error-prone manual intervention and investigation, which hinders
solving Challenge #2. As for rpctestgen, it is part of the official Ethereum API testing framework
maintained by Ethereum developers [40]. The test inputs generated by rpctestgen are hard-coded
in the testgen package, making it subject to the limitations described in Challenge #1. Regarding
Challenge #2, similarly, any deviation between the observed responses and expected responses is
treated as a test failure [44], resulting in numerous false positives that require manual confirmation.

3.2 Solutions

To address these fundamental challenges in Ethereum API testing, APIDIFFER introduces two key
innovations that transform the testing landscape from manual, expertise-dependent processes to
automated, specification-driven methodologies.

To tackle Challenge #1, we propose a specification-guided request generation method. Rather
than relying on outdated domain knowledge or incomplete manual test suites, APIDIFFER leverages
Ethereum’s well-maintained API specifications as the primary source for systematic test input
generation. Our approach operates at two levels: first, we employ syntax-oriented request generation
to automatically produce both syntactically valid and invalid requests directly from JSON schema
definitions, eliminating the need for expert knowledge about complex API structures and constraints.
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Fig. 3. The workflow overview of APIDIFFER. The inputs include EL and CL client API specifications, and the
output is the detailed bug report.

Second, we introduce fact-based semantics-aware request generation that extracts real blockchain
data through auxiliary API calls to populate test parameters with meaningful values, ensuring that
generated requests can successfully interact with live client implementations rather than failing
due to non-existent blockchain entities.

Regarding Challenge #2, we propose a specification-aware false positive filtering method to
distinguish genuine implementation bugs from acceptable client variations. APIDIFFER develops
a multi-layered filtering approach that understands the nuanced nature of blockchain API re-
sponses. We first apply heuristic-based filtering to eliminate known environmental differences and
implementation-specific behaviors. More importantly, we leverage large language models to auto-
matically analyze API specifications and classify response fields into three behavioral categories:
must-identical (fields that should be identical across all clients), may-divergent (fields that may
legitimately differ), and must-divergent (fields that are expected to differ). This specification-aware
classification enables APIDIFFER to focus on true inconsistencies while filtering out false positives,
particularly for semantically equivalent responses that differ only in syntactic representation.

4 Approach

This section begins with an overview of APIDIFFER in §4.1. Subsequently, we present a detailed
examination of its three core phases from §4.2 to §4.4, respectively.

4.1 Overview

APIDIFFER introduces a novel specification-guided differential testing framework that systemati-
cally detects API bugs across Ethereum’s diverse client ecosystem. As illustrated in Fig. 3, APIDIFFER
operates through three interconnected phases that transform Ethereum’s well-documented specifica-
tions into comprehensive testing capabilities. First, APIDIFFER automatically generates syntactically
valid and invalid test inputs from JSON-RPC [36] and Beacon-API [33] specifications, then enriches
them with semantically meaningful parameters through fact-based semantics-aware request gener-
ation approach that extracts live blockchain data. Second, APIDIFFER deploys these inputs across a
controlled local testnet comprising all major client combinations, executing same requests simulta-
neously to capture response inconsistencies. Finally, APIDIFFER employs specification-aware false
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positive filtering that automatically classifies response fields based on expected behavior patterns
and applies LLM-based semantic equivalence detection to distinguish genuine implementation
bugs from acceptable variations, generating actionable bug reports. These three phases are detailed
in the following.

4.2 Phase I: Specification-Guided Test Input Generation

To address Challenge #1, APIDIFFER leverages the well-documented specifications that accompany
both EL and CL client APIs [33, 37]. These specifications define essential metadata including re-
quest and response structures, parameter constraints, and functionality descriptions. Based on this
foundation, APIDIFFER implements a fully automated specification-guided test input generation
method consisting of two complementary stages. First, syntax-oriented request generation creates
both syntactically valid and invalid requests directly from specification schemas to test API correct-
ness and robustness. However, specifications impose only syntactic constraints without semantic
validation, for example, the Line 7 of Fig. 4 requires the Address field to be a hexadecimal string,
a randomly generated value may not correspond to an actual blockchain address. Second, fact-
based semantics-aware request generation addresses this limitation by enriching those syntactically
valid requests with semantically meaningful values retrieved from live blockchain data, thereby
facilitating more effective testing.

4.2.1 Syntax-Oriented Request Generation. APIDIFFER employs a schema-based approach [70]
to automatically create both syntactically valid and invalid API requests. Specifically, for each
parameter of APIs included in the specification, the schema defines its type, validation pattern, and
acceptable values. For example, the eth_getBalance API in Fig. 4 specifies two parameters with
distinct schema, where Address requires a hexadecimal string matching a specific pattern (Line 6 -
Line 8), while Block accepts three alternative formats: number, tag, or hash (Line 10 — Line 19).
Valid Request Generation. To generate syntactically correct requests satisfying the con-
straints, instead of reinventing a wheel from scratch, we adopted the established approach from
hypothesis-jsonschema [70], which extends the Hypothesis property-based testing frame-
work [119] to automatically derive generation strategies from schema definitions. Specifically,
by taking advantage of the from_schema interface, APIDIFFER could convert each schema of pa-
rameters into the corresponding data generator. Concrete test inputs are then synthesized via the
example function [120]. Fig. 5b demonstrates a generated valid request, where both the method
and formatted params conform to the corresponding schema defined in the API specification.
Invalid Request Generation. To test the implementation robustness, APIDIFFER generates re-
quests that violate constraints while preserving the overall API structure (fields like id, method,
and jsonrpc in Fig. 5a). We introduce three categories of violations: (1) requests containing
undefined fields, (2) requests lacking required fields, and (3) requests containing values that
break type or pattern constraints. Specifically, to introduce (1) undefined fields, we leverage the
additionalProperties configuration in from_schema to deliberately inject fields beyond those
defined in the specification. To simulate (2) missing fields, we randomly remove those required
parameters in generated test cases. Finally, to (3) violate constraints, we randomly replace parameter
values with data of another type. As illustrated in Fig. 5a, this approach produces a request the first
field is an undefined field.

4.2.2  Fact-Based Semantics-Aware Request Generation. While syntactically valid requests conform
to specification constraints, they may contain semantically invalid parameters that cause API calls
to fail. For instance, a randomly generated block number may not exist yet, preventing clients
from retrieving the requested data. To improve testing coverage, APIDIFFER employs a fact-based
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1{

2 "name": "eth_getBalance",

3  "summary": "Returns the balance of the account of given address.",
4 "params": [ {

5 "name": "Address", "required": true,

6 "schema": {

7 "title": "hex encoded address", "type": "string",

8 "pattern": "*0x[0-9a-fA-F1{403}$" } 3}, {

9 "name": "Block", "required": true,

10 "schema": {

11 "title": "Block number, tag, or block hash",

12 "anyof": [ {

13 "title": "Block number", "type": "string",

14 "pattern": "*0x(Q|[1-9a-f1[0-9a-f1*x)$" 3}, {

15 "title": "Block tag", "type": "string",

16 "enum": ["earliest", "finalized", "safe", "latest", "pending"],
17 "description": "..." 3}, {

18 "title": "Block hash", "type": "string",

19 "pattern": "*0x[0-9a-f1{64}$" } 1 } } 1,

20  "result": {

21 "name": "Balance",

22 "schema": {

23 "title": "hex encoded unsigned integer", "type": "string",
24 "pattern": "*@x(@|[1-9a-f1[0-9a-f1x)$"

25 // This field is added by the LLM to filter out false positives
26 "x-consistency-policy", "must-identical"} }

27 }

Fig. 4. The specification of Ethereum client APl eth_getBalance.
semantics-aware generation method that synthesizes requests with semantical meaningful values
extracted from live blockchain data.
Fact Extraction. As shown in Table 3, APIDIFFER identifies 11 critical parameter types across
Ethereum client APIs and maps them to 18 APIs that could be taken as valid data source. For
example, for block, valid block numbers and hashes can be obtained from eth_getBlockReceipts,
while real addresses can be extracted from transaction data via eth_getTransactionReceipt. This
approach could transform the syntactically valid but semantically invalid request in Fig. 5b into the
semantically valid request in Fig. 5¢ by replacing the corresponding field.
Semantics Mutation. Besides using extracted values directly, APIDIFFER generates additional
semantically correct parameters through type-based mutation. Specifically, for parameter type
defined in Table 3, APIDIFFER applies tailored mutation operators relative to the current blockchain
state. Instead of generating arbitrary values, our strategy involves fetching the latest valid state
from the target node and selecting historically valid values as test inputs. For example, for CL
client APIs requiring slot identifiers (time units for block proposals [46]), APIDIFFER queries
getBlockHeader to get the current slot and produces valid inputs by randomly selecting previous
slot values [1, current_slot]. This method upholds semantic validity of the request while enhancing
test coverage through increased parameter diversity.

4.3 Phase Il: Differential Testing

After generating test requests, APIDIFFER conducts differential testing by deploying a controlled lo-
cal testnet and comparing API responses across all client implementations. This approach enhances
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{
"id": 1,
"jsonrpc": "2.0",
"method": "eth_getBalance",
"params": [
"\ud982\udd65": [ [], 10000000.0, true, "Oxfe97" 1,
"oxffffeeee...ffffeeeeffff" ]
}
(a) Example of a syntactically invalid test request of APl eth_getBalance, where undefined field is included.
{ {
"id": 1, "id": 1,
"jsonrpc": "2.0", "jsonrpc": "2.0",
"method": "eth_getBalance", "method": "eth_getBalance",
"params": [ "params": [
"oxffffeeee...ffffeeeeffff", "0x9411d2eb. . .4EBb1c8ADA7B",
"latest" "latest"
] ]
} }
(b) Example of a syntactically valid but seman- (c) Example of a semantically valid test input of
tically invalid request of APl eth_getBalance, APl eth_getBalance generated based on Fig. 5b,
where the fields Address and Block conform to where the value of the required field Address is
the specification, but the Address does not exist. fetched using eth_getTransactionReceipt.

Fig. 5. Test requests generated by APIDIFFER, with orange highlights indicating syntactically or semantically
invalid fields.

test coverage while avoiding production network interference and the excessive costs associated
with mainnet operations [50].

Specifically, APIDIFFER deploys a local Ethereum testnet configured to mirror the latest mainnet
version (Pectra [49]) to detect real-world bugs present in current implementations. The testnet
includes 30 nodes covering all widely-adopted Ethereum clients: five EL clients and six CL clients
that collectively represent 100% and 99.93% of mainnet deployments, respectively [1]. Each of the
nodes in our testnet combines one EL client with one CL client, running in Docker containers
and communicating via standardized APIs [32]. To minimize environmental false positives and
ensure reliable comparisons (Challenge #2), APIDIFFER standardizes the testing environment
by configuring identical validator counts across all nodes and synchronizing the network state.
Testing begins only after all nodes achieve full connectivity, reach the same block height, and the
chain finalizes at least five epochs, approximately 40 minutes, to ensure network stability.

During testing execution, APIDIFFER randomly selects test requests and dispatches identical
requests to all 30 nodes simultaneously. For each request, the system determines the appropriate
HTTP method (GET or POST) and records comprehensive response data including the response
body, HTTP status codes, and node identifiers. Any discrepancies observed across client responses
are flagged as inconsistencies and forwarded to the next phase for further analysis.

4.4 Phase lll: Specification-Aware False Positive Filtering

When differential testing reveals inconsistencies across client responses, APIDIFFER must dis-
tinguish between genuine bugs and expected variations. Given the complexity of Ethereum API
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Table 3. Parameter types and corresponding source APIs for fact-based semantics-aware request generation.

Parameter Parameter Options  Layer Available APIs

eth_getBlockByNumber

block number EL eth_getBlockReceipts
Block eth_getBlockByHash
block hash EL eth__getBlockReceipts
Address address identifiers EL eth_getTransacn.onByHe}sh
eth_getTransactionReceipt
eth_blockNumber
eth_getBlockByNumber
full_transaction EL eth_getBlockByHash
eth_getTransactionByBlockHashAndIndex
eth_getTransactionByHash
Transaction eth_sendTransaction
transaction_hash EL eth_getBlockReceipts
eth_getFilterChanges
transaction_receipt EL eth_getTransactionReceipt
transaction count EL eth_getBlockTransactionCountByHash
- eth_getBlockTransactionCountByNumber
nonce EL eth_getTransactionCount
Filter filter_id EL eth_newFilter
state id slot CL getBlockHeader
- stateroot CL getBlockHeader
epoch epoch identifier CL getBlockHeader
finalized_stateroot finalized state identifiers =~ CL getBlockHeader
. slot CL getBlockHeader
block_id stateroot CL getBlockHeader
validator id validator_index CL postStateValidatorIdentities
- validator_pubkey CL postStateValidatorIdentities
committee_index committee identifiers CL getEpochCommittees
peer_id peer identifiers CL getPeers

specifications, manual analysis would be inefficient. Thus, this phase employs a systematic false
positive filtering approach that leverages API specifications and LLMs to identify real bugs.
Large language models are responsible for understanding which fields should behave consistently
across clients, whose practicability has been proven by recent work [76, 92, 98, 109, 117]. To achieve
this, APIDIFFER utilizes a reasoning-integrated prompt that guides the LLM to perform semantic
inference based on the specification. Specifically, the prompt directs the LLM by (1) traversing
the result field from API specifications (like Line 20 to Line 24 in Fig. 4), and (2) performing
a chain-of-thought [128] analysis to infer the appropriate consistency policy based on the API
summary and field descriptions (like Lines 3 and 17 in Fig. 4). The LLM is asked to evaluate whether
a field represents deterministic blockchain consensus state (labeled as must-identical), local node
metadata (may-divergent), or unique instance identity (must-divergent). For example, the Balance
parameter is tagged as must-identical (Line 26 of Fig. 4) since account balances are determined
by protocol and must be consistent across all clients. APIDIFFER then utilizes LLMs again, whose
prompt is shown in Fig. 6, to reduce the three types of false positives identified in Challenge #2.
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System: You are an expert on Ethereum execution layer client and Ethereum consensus layer

client API specifications.

Task: Evaluate the semantic equivalence of responses from multiple Ethereum clients to a

specific API request, using the provided JSON schema as the ground truth. You will be given (1)

a JSON schema describing the expected response structure and field semantics for a given API,

(2) JSON responses from multiple clients for the same API request.

Instruction:

1. For each response field marked as must-identical or may-divergent, compare its values across
all client responses.

2. If the field values differ syntactically, assess whether they are semantically equivalent based
on specification.

3. Report semantic inconsistency only when differing values violate meaning or behavior
defined in the API response specification.

Input format: (1) Target API JSON Schema (2) List of Client JSON Responses.

Output format: Strictly return the following JSON object:

{

"semantically_equivalent": true/false,

"reason": "<Concise technical justification>"

3
Note: No additional commentary outside the JSON object.

Fig. 6. An example prompt used to filter out false positives caused by semantically equivalent responses with
syntactic differences.

e Environmental State Differences (FP#1): Despite efforts to standardize the testing environ-
ment, blockchain growth and consensus protocol execution can cause legitimate node state
variations. When inconsistencies involve fields labeled as may-divergent and related to environ-
mental or node-specific states, they are excluded as tolerable behaviors rather than bugs.

o Specification-Allowed Variations (FP#2): The API specifications implicitly permit certain
fields to differ across implementations. Inconsistencies in fields labeled as must-divergent are
treated as compliant behavior and filtered out to prevent false bug reports.

e Semantic Equivalence (FP#3): The most challenging false positives occur when responses
are semantically same yet syntactically different, such as representing the same numerical
value in different formats. For fields labeled as must-identical or may-divergent that exhibit
inconsistencies, APIDIFFER employs an LLM to check semantic equivalence by analyzing both
the API specifications and the divergent responses. As shown in the prompt in Fig. 6, the
LLM assesses whether the observed discrepancies are genuine inconsistencies or semantically
equivalent variations.

After applying these filtering rules, remaining inconsistencies are classified as genuine implemen-
tation bugs and reported to developer for investigation.

5 Implementation & Evaluation

Implementation. We implement APIDIFFER in Python 3. The specifications used in the testing
are JSON-RPC API [37] and Beacon-API [33]. To build the local Ethereum testnet, we leverage
kurtosis [122] and ethereum-package [59]. We integrate OpenAI’s GPT-5 model as the LLM and
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configure it with a temperature parameter of zero to get deterministic outputs. We use tx_fuzz [123]
to send randomly generated transactions in the testnet.
Baseline Selection. To evaluate the effectiveness of APIDIFFER, we firstly consider domain-specific
Ethereum client API testing tools. Following a comprehensive survey of the Ethereum client API
testing landscape, we identified two baselines: EtherDiffer [85] and rpctestgen [91]. EtherDiffer
adopts a DSL-based approach to generate test inputs for EL client APIs, while rpctestgen is
the official test generator maintained by Ethereum developers, relying on manually crafted EL
client API test cases. As rpctestgen is limited to test generation, we utilize its output as input for
execution within APIDIFFER. We also consider state-of-the-art general-purpose RESTful API testing
frameworks, where we select EvoMaster [2, 127] as the baseline for CL client API testing. EvoMaster
is a popular search-based web API testing framework that employs evolutionary algorithms to
generate test cases from API specifications. To enable EvoMaster to test CL client APIs, we manually
modify the specification to remove certain fields, allowing it to read the spec and generate test
cases. In our evaluation, we utilize the latest stable releases of each tool, i.e., commit c8c13a3 for
EtherDiffer [31], commit 77b37aa for rpctestgen, and EvoMaster v4.0.0.
Evaluation Targets. To systematically test the Ethereum client API implementations, we include
all actively maintained EL and CL clients on the mainnet. Specifically, our evaluation covers five
EL clients and six CL clients. These clients account for 100% and 99.93% of real-world deployments,
respectively. Table 2 in §2.1 shows the details of the target clients. Consequently, 30 Ethereum
nodes are deployed in the testnet for API testing.
Experiment Setup. All experiments were conducted on a desktop running Ubuntu 20.04, with
Intel i7-12700 CPU and 128GB of RAM. In total, we performed 14 rounds of testing on 11 Ethereum
clients over an eight-month period (March to October 2025). In each round, we applied 20 test cases
per API (5 syntactic-invalid, 5 syntactic-valid, and 10 semantic-valid). Experimental data illustrates
that each round required an average of 40 minutes for environment setup, 45 minutes for test case
generation, and 15 minutes for execution and inconsistency checks. Then we collected and reported
all detected bugs to corresponding teams. Once they fixed bugs and pushed new client versions, we
repeated the above testing process for a new round.

In summary, our experiments aim to answer the following research questions (RQs):

RQ1 How do the code coverage and memory overhead of APIDIFFER compare to the baselines in
terms of effectiveness and efficiency?

RQ2 How many real-world bugs in Ethereum client API implementations can be identified?

RQ3 What are the characteristics of the detected bugs?

RQ4 How do the key components of APIDIFFER contribute to its performance?

To answer RQ1, we compare the code coverage and memory overhead of APIDIFFER with
baselines. For RQ2, we present all the bugs identified by APIDIFFER and categorize these bugs
according to the CWE system. For RQ3, we conduct case studies and present developers response
to reveal the real-world impact of detected bugs. For RQ4, we perform ablation studies to evaluate
the contribution of each component of APIDIFFER.

5.1 RAQ1: Code Coverage & Memory Usage

To evaluate the effectiveness and efficiency of APIDIFFER, we assess both the code coverage of API
implementations and the memory overhead in EL and CL clients. Since EtherDiffer and rpctestgen
only support EL client APIs and cannot be extended to CL clients due to limitations discussed
in §3.1, we compare their code coverage for EL client APIs. For CL client APIs, we compare the
coverage results of APIDIFFER with those of EvoMaster. As evaluating the code coverage requires
instrumentation, we select Geth and Lighthouse, the most widely used EL and CL clients on the
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Table 4. Code coverage and memory usage comparison between APIDIFFER and baselines. N/A indicates unsup-
ported CL client APIs. ethapi and catalyst are APl-related packages in Geth. F/S denote function/statement-
level coverage for API packages (Pkg) and total codebase (Total). Mean and Peak represent the average and
peak memory footprint during testing, respectively.

Geth (EL client) Lighthouse (CL client) Memory (MB)
ethapi catalyst Total | F(Pkg) S (Pkg) F (Total) S (Total) | Mean Peak

APIDIFFER | 43.20% 40.40%  32.40% | 57.08%  65.83% 17.95% 19.14% 41.84 70.16

Tool

EtherDiffer | 24.30% 22.80% 29.50% N/A N/A N/A N/A 4,284.61 7,518.53
rpctestgen | 34.20% 21.30% 29.00% N/A N/A N/A N/A 2.17 2.17
EvoMaster N/A N/A N/A 42.70%  54.66% 17.66% 18.82% | 2,586.35 3,674.59

Ethereum mainnet [1] as the representatives. For Geth, we measure the statement-level coverage
of the entire client implementations, and API-specific packages. We use the official Go coverage
tool [67] to perform the instrumentation. As for Lighthouse, we measure both function-level and
statement-level coverage information by instrumenting with the LLVM instrumentation tools
11vm-profdata and 11vm-cov [112].

Code coverage. As shown in Table 4, when evaluating the code coverage on entire client implemen-
tation (4th column), APIDIFFER achieves a code coverage of 32.40%, outperforming the baselines by
9.83% and 11.72%, respectively. We also conduct a fine-grained comparison in package level, i.e.,
focusing on ethapi and catalyst packages, which are specifically designed for handling APIs.
Specifically, on these two packages, APIDIFFER achieves code coverage of 43.20% and 40.40%, repre-
senting improvements of up to 77.77% and 89.67% over the state-of-the-art baselines, respectively.
For CL client API implementations, APIDIFFER achieves code coverage of 65.83% at the statement
level and 57.08% at the function level for API-specific packages. These figures reflect increases of
20.44% and 33.68% over the baseline. Similarly, at the overall codebase level, APIDIFFER reaches
19.14% statement-level coverage and 17.95% function-level coverage, with improvements of 1.70%
and 1.64% over the baseline. Notably, while APIDIFFER demonstrates substantial coverage improve-
ments in API-specific packages, the increases at the codebase level are relatively incremental. This
is primarily because API logic represents only a limited subset of the whole codebase. Consequently,
coverage gains within API-related modules are inevitably marginalized by the extensive volume of
non-API code. This confirms that our approach effectively targets and exercises the intended API
surface, leading to global increments that are consistent with the specialized scope of API fuzzing.

After a thorough review, we summary two factors that contribute to the coverage improvement
of APIDIFFER over the baselines:

e Automated and systematic request generation capabilities. Our approach could systemati-
cally generates test requests for all Ethereum client APIs defined in specifications. In contrast,
existing DSL-based or template-based manually written test cases are often outdated and fail to
fully test the latest API implementations. Moreover, manual composing processes are tedious
and error-prone.

e Exploration of corner cases. Our method deliberately introduces syntactically invalid and
semantically invalid test inputs, which are often overlooked by manual composing methods but
could trigger unusual corner cases [80], thereby increasing the coverage of edge scenarios.

Memory usage. To evaluate the efficiency of APIDIFFER, we compare its memory overhead with
baselines. We consider both the average memory usage and peak memory usage. As illustrated
in Table 4, APIDIFFER achieves an average memory usage of 41.84 MB and and a peak of 70.16
MB. Regarding the baselines, while rpctestgen exhibits the lowest memory usage of 2.17 MB,
it should be noted that rpctestgen is a test generator and does not perform large-scale testing.
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Table 5. Classification of detected bugs by CWE IDs.

CWEID # Bug IDs

1-4, 6,9-10, 12, 15, 16-18, 22-29, 31-33,
41-43, 45, 51, 55, 58, 63, 65, 72
CWE-755: Improper Handling of Exceptional Conditions 10 8,13, 14, 44, 50, 57, 61, 62 ,64 ,66

CWE-684: Incorrect Provision of Specified Functionality 33

CWE-704: Incorrect Type Conversion or Cast 8 19, 40, 46, 53, 54, 60 ,67 ,71
CWE-1287: Improper Validation of Specified Type of Input 5 5,20-21, 39, 52
CWE-393: Return of Wrong Status Code 3 36,38,70
CWE-703: Improper Check or Handling of Exceptional
i 3 7,34,48
Conditions
CWE-325: Missing Cryptographic Step 2 11,30
CWE-544: Missing Standardized Error Handling Mechanism 2 56
CWE-758: Reliance on Undefined, Unspecified, or 2 47 68
Implementation-Defined Behavior ’
CWE-121: Stack-based Buffer Overflow 2 49,69
CWE-116: Improper Encoding or Escaping of Output 1 37
CWE-390: Detection of Error Condition Without Action 1 59
CWE-697: Incorrect Comparison 1 35

In contrast, the memory usage of EtherDiffer is 100 times of APIDIFFER because besides testing
targets, it runs another 12 Geth clients for test case generation. Similarly, the memory usage of
EvoMaster is still in the GB level and may throw out-of-memory errors, as it runs on JVM and
employs a search-based method for test generation, which can be memory-intensive.

We intentionally exclude the memory usage of the local testnet from our measurements to
provide a fair assessment of the APIDIFFER’s intrinsic overhead. Specifically, the testnet serves as
our testing target and its memory usage is approximately 15 GB. To maximize the capability of
detecting real-world bugs, we deploy 30 nodes running production Ethereum clients. Consequently,
including this memory usage would overshadow the actual efficiency of APIDIFFER’s testing logic.

Answer for RQ1: Compared with three state-of-the-art baselines, in terms of coverage, APID1r-
FER achieves up to 11.72% improvement on whole EL client codebases and 89.67% improvement
in API-specific packages. APIDIFFER also demonstrates its ability to handle CL client APIs. For
memory, achieves an average memory usage of 41.84 MB and and a peak of 70.16 MB. They
jointly prove the effectiveness and efficiency of APIDIFFER.

5.2 RQ2: Real-World API Bugs

Beyond code coverage, we evaluate the effectiveness of APIDIFFER in terms of its ability to identify
real-world Ethereum client API bugs. In total, APIDIFrER identified 72 bugs, 87.50% (63/72) of
which were firstly uncovered by us, as illustrated in Table 6. Our testing reveals that Ethereum
client API bugs are widespread in the whole Ethereum ecosystem, i.e., no mainstream EL
and CL clients are spared. Since the testing process of APIDIFFER can generate specific requests
for all bugs, which can be easily reproduced and confirmed by developers, most responses from
developers are relatively positive. Specifically, a total of 65 bugs have been confirmed by developers,
with only 7 bugs still awaiting response at the time of paper submission. For confirmed bugs, 81.54%
(53/65) of bugs have been fixed already, 7.69% (5/65) of bugs are scheduled to be fixed, and 10.77%
(7/65) of bugs are marked as “Won’t fix” due to the API being deprecated or the corresponding
inconsistency is expected.
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Interestingly, APIDIFFER also uncovers bugs in the Ethereum API specifications. Since test
requests are generated based on the specification, any inconsistency between the generated request
and the client’s input requirements may indicate a flaw in the specification itself. For example, the
specification defines the field as 32, while the implementation requires 33. To determine whether
an inconsistency stems from the specification or a client API implementation error, we conduct
manual analysis by cross-checking the behavior across multiple clients and verifying against the
intent stated in the specifications. In total, we have identified three bugs in the Ethereum node
API specifications. The case study #1 in §5.3 details the impact and detection method for one of the
specification bugs.

To assess the distribution of bugs and their potential impact, we categorize identified bugs
according to the well-known Common Weakness Enumeration (CWE) [102] based on the developers’
responses and independent evaluations from two authors. As shown in Table 5, the 72 bugs fall
into 13 CWE categories. The majority (45.83%) of bugs are classified into CWE-684, which indicates
that the implementation does not conform to the specification, often due to missing fields or
unimplemented APIs. Another significant portion of the bugs (19.44%, 14 bugs) are related to
improper exception handling, corresponding to CWE-755, CWE-703, and CWE-390. In addition,
there are also bugs related to stack overflows, input validation, and output encoding, indicating
that the root causes and manifestations of API bugs are diverse.

The real-world bug identification provides several key insights:

e Bugs are everywhere. Due to the rapid upgrade cycles of Ethereum protocol and the collabo-
rative nature of development across different teams, Ethereum client API bugs are widespread.
This highlights the need for coordinated testing efforts involving multiple client teams.

o Same bug, but different attitudes. Developers from different teams may have inconsistent
attitudes toward the same API bug. For example, regarding deprecated methods predating the PoS
transition (e.g., eth_coinbase), Geth and Reth have dropped support, whereas Besu, Nethermind
and Erigon continue to maintain its compatibility.

o API Bugs primarily stem from specification non-compliance. Nearly half of the identified
bugs (45.83%) fall under CWE-684, indicating implementation-specification mismatches rather
than traditional security flaws like buffer overflows or injection vulnerabilities. This suggests that
API development faces a fundamental challenge in correctly interpreting and fully implementing
complex specifications, with developers more likely to err in specification adherence than in
basic secure coding practices.

Answer for RQ2: APIDIFFER has detected 72 bugs in all major Ethereum EL and CL clients, of
which 90.28% (65/72) have been confirmed or fixed. Interestingly, APIDIFFER also identified three
bugs in official specifications, indicating its effectiveness in detecting real-world Ethereum client
API bugs. These findings highlight the necessity and value of APIDIFFER.

5.3 RQ3: Bug Characterization

To characterize identified bugs, we conduct case studies of two representative bugs. Then, we share
responses from client development teams to illustrate the real-world impact of the reported bugs.

Case Study #1: Incorrect API Specification. The bug in Fig. 7% corresponds to No.72 in Table 6,
a bug identified in the Beacon-API specification. Specifically, the specification sets the required
size for proof as 32, whereas the correct value defined in the consensus rules is actually 33,

For clarity, we simplify the request structure in Fig. 7, while the full specification is available in [43].
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1 {

2 "body": {

3 "randao_reveal": "...",

4 LR

5 "deposits": {

6 "proof": {

7 T

8 // Bug here: Both values should be 33
9 "minItems": 32,

10 "maxItems": 32

11 3,

12 "data": "..."

13 3,

14 "execution_payload": {

15 "parent_hash": "...",
16 R ",

17 // Bug here: Missing definition
18 // "blob_gas_used": "...",
19 "block_hash": "..."

20 }

21}

22 3}

Fig. 7. A specification bug in Beacon-AP| where the proof array size is incorrectly defined as 32 instead of 33
and the EIP-4844 blob_gas_used field is missing.

resulting in a discrepancy in the expected value. The CL client API publishBlockV2 includes
the blob_gas_used field, introduced in EIP-4844 [11] during the Ethereum Dencun upgrade [49].
Despite its implementation in March 2024, this field remains notably absent from the Beacon-API
specification as of March 2025. Given that CL clients implement APIs based on the specification and
users typically refer to the specification to understand how to use the AP, this bug could propagate
to downstream implementations or negatively impact the Ethereum user experience.

APID1FFER identified this bug through its ability to automatically generate requests based on the
specification, as described in §4.2. Specifically, we generate erroneous test requests based on the
faulty specification, and during differential testing, the clients reject all the test requests. The error
message from the clients “expected 33 and 32 found” indicates that the specification is incorrect. We
further investigated this manually and found the root cause. Fortunately, the Beacon-API official
confirmed this bug within 15 minutes of our report and promptly pushed a fix within an hour.
Another developer from a different CL client team opened an issue to investigate whether this
inconsistency also affects their API implementation.

Case Study #2: Unhandled Exception Bug. The bug in Fig. 8 corresponds to No.59 in Table 6,
a bug of EL client, Erigon [28]. This bug stems from a missing exception handler in the API
eth_createAccessList, which is responsible for generating an access list for a given transaction.
Specifically, when the from address in the transaction refers to a non-existent account, the API
attempts to access this account without a prior existence check. In Erigon, this results in a nil
pointer dereference and triggers the error message “method handler crashed”. APID1FrER detected
this bug via the generation of syntactically valid but semantically invalid test requests, which
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1 func (api *APIImpl) CreateAccessList(...) (...) {

2

3 a, err := stateReader.ReadAccountData(xargs.From)
4 if err != nil {

5 return nil, err

6 }

7 ++ if a == nil {

8 ++ return nil, errors.New("Account: " + args.From.Hex() + " not found")
9 ++ }

10 nonce = a.Nonce + 1

11

12 }

Fig. 8. An unhandled nil pointer exception in Erigon’s CreateAccessList APl and the corresponding fix,
which adds proper account existence checks.

triggered a corner case where the exception was not handled, leading to a crash. It was fixed by
introducing proper error-handling logic to explicitly report the absence of the sender account.

Developers Response. We report the detected bugs primarily through GitHub issues. We also
actively contribute fixes for identified API bugs to avoid potential exploitation from the adversary.
Our testing results received positive feedback from client developers, including acknowledgments
of the bug reports, expressed interest in our testing approach, integration of unit test cases for the
corner cases we discovered, and special acknowledgments in the client version release notes.

Here we quote several selected responses from client teams:

“Thanks for raising the difference in behavior between EL clients.”
“Really cool to see that more people start using the spec schema to test implementation.”
“Special thanks to external contributors!”
‘T am curious though how you found them.”

Notably, one bug identified in the EL client Besu, specifically in the engin_newPayloadV4 API,
was brought up for discussion during the regular Ethereum Project Management meeting on RPC
standards [63], reflecting the broader community’s recognition and interest.

Answer for RQ3: APIDIFrER’s findings demonstrate significant real-world impact through
diverse bug types ranging from specification errors to unhandled exceptions, with developers
providing positive feedback including acknowledgments, integration of test cases, and expressed
interest in the testing methodology. Notably, one identified bug was escalated to the Ethereum
Project Management meeting for discussion, highlighting the critical importance of these discov-
eries to the Ethereum ecosystem.

5.4 RQ4: Ablation Studies

To assess the contribution of the key components in APIDIFFER, considering whether the component
could be removed without impacting the functional integrity, we decided to perform two ablation
studies. Specifically, we measured the contribution of the fact-based semantics-aware generation
(FSG) (see §4.2.2) and false positive filter (FPF) (see §4.4).

On the one hand, as shown in Table 7, the results demonstrate that FSG positively contributes to
the code coverage during the testing process. Quantitatively, when disabling FSG, on Geth, the
statement-level coverage decreases 8.95% and 17.57% when considering the whole codebase and
API-specific packages, respectively; on Lighthouse, the statement-level coverage drops by 15.62%
and 20.69% when considering the whole codebase and API-specific packages, respectively. We
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Table 7. Code coverage results when disabling semantics-aware request generation (FSG).

Tool Geth (EL client) Lighthouse (CL client)
ethapi catalyst Total | F(Pkg) S (Pkg) F (Total) S (Total)
w/o FSG 35.61% 34.18% 29.50% | 45.27%  52.21% 15.13% 16.15%
APIDIFFER | 43.20% 40.40% 32.40% | 57.08%  65.83% 17.95% 19.14%

Table 8. False discovery rate (FDR) comparison with and without the false positive filter (FPF) component.

Tool Geth (EL client) Lighthouse (CL client)
TP FP TN FDR |TP FP TN FDR

w/o FPF 18 34 13 6538% | 26 27 18 50.94%
APIDIFFER | 18 7 40 28.00% | 26 5 40 16.13%

emphasize that the decrease in coverage is mainly due to the lack of FSG when generating API
requests, which cannot guarantee the semantic validity, resulting in some seemingly reasonable
but actually impossible API requests. For example, retrieving the block hash with a block height
that is too high to exist. FSG mitigates this issue by injecting valid semantic content retrieved from
the chain through specific API calls (detailed in §4.2.2).

On the other hand, to evaluate the contribution of false positive filter, since it is infeasible to
determine the exact number of bugs in the client implementations to evaluate false negatives [96],
we introduce false discovery rate (FDR) as FDR = % X 100%. In our evaluation, we define true
positives (TP) as confirmed real bugs and false positives (FP) as false alarms. To count the number
of TP, FP, and true negatives (TN), we manually analyzed all 136 responses (65 from EL client API,
71 from CL client API) and labeled them as TP, FP, or TN. To reduce manual analysis effort, we
generate one request for each the EL and CL client APIs to assess the prevalence of false positives.
As shown in Table 8, the introduction of the FPF significantly reduces the FDR from 65.38% to
28.00% for Geth, and from 50.95% to 16.13% for Lighthouse.

This improvement can be attributed to the FPF’s capability to mitigate false positives arising
from environmental discrepancies, filter out permissible variations in responses, and accurately
identify semantically equivalent outputs across different clients. For instance, FPF recognizes error
messages such as 'Unable to decode data’ and ’Could not decode request body into... as semantically
equivalent, despite their syntactic differences.

Answer for RQ4: The ablation studies demonstrate that APIDIFFER’s key components signifi-
cantly enhance its effectiveness, where fact-based semantics-aware generation (FSG) improves
code coverage by up to 20.69% by ensuring semantically valid test inputs, while the false posi-
tive filter (FPF) reduces the false discovery rate by 37.38% for Geth and 34.82% for Lighthouse,
confirming that both components are essential for comprehensive and accurate API testing.

6 Discussion

In this section, we plan to conduct a thorough discussion from various perspectives.

6.1 Implications

We conduct a role-based implication discussion to demonstrate the broad impact and value of our
work across different stakeholders in the Ethereum ecosystem.
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Developers. For Ethereum client developers, APIDIFFER provides tangible benefits by systemati-
cally identifying API implementation bugs that would otherwise remain undetected. Our compre-
hensive testing across all major clients has revealed 72 real-world bugs, with 90.27% confirmed or
fixed by developers, demonstrating the practical value of our approach. Each bug report includes
detailed reproduction steps, API specifications, triggering requests, and comparative responses
from other clients, enabling developers to quickly understand and resolve issues. The positive
developer feedback, including acknowledgments, integration of our test cases, and expressed in-
terest in our methodology, validates the utility of our approach. We plan to integrate APIDIFFER
into the Kurtosis Ethereum package [59] as a plugin (e.g., dora [58]) to streamline testing within
existing development workflows. This will allow development teams to continuously test their API
implementations using Docker-based configurations, transforming APIDIFFER from a one-time
testing tool into an ongoing quality assurance mechanism that can catch regressions and facilitates
specification compliance throughout the development life-cycle.

Ethereum Community. Client diversity is fundamental to Ethereum’s decentralization and
security model [1], yet it introduces the risk of implementation inconsistencies that could threaten
network stability. Our work directly strengthens this diversity by ensuring that different client
implementations maintain functional equivalence. By testing 100% of mainnet EL clients and 99.93%
of CL clients, APIDIFFER provides comprehensive coverage that validates the reliability of the entire
client ecosystem. The bugs we identified span all major clients, demonstrating that implementation
inconsistencies are pervasive rather than isolated to specific teams or languages. By systematically
detecting and reporting these issues, our work contributes to a more robust and reliable Ethereum
infrastructure, enhancing the interoperability of EL and CL clients. This strengthens the foundation
upon which Ethereum’s client diversity strategy rests, making the network more resilient to
single-point failures while maintaining consistency across implementations. Moreover, our findings
highlight the real-world value of Ethereum infrastructure solutions like erpc [30], Vero [114], and
Vouch [5] in mitigating these implementation inconsistencies.

Users. End users represent the ultimate beneficiaries of reliable Ethereum client APIs, as they
depend on consistent and accurate responses for critical financial operations. As illustrated in
our motivating example in Fig. 1, even subtle API inconsistencies can lead to significant financial
misunderstandings and damage trust in the entire ecosystem. Since most users interact with
Ethereum through wallets like MetaMask [24] or third-party API providers like dRPC [26], they
have no visibility into which specific client implementation serves their requests and must rely
on the underlying infrastructure to provide accurate data. APIDIFFER directly benefits users by
maintaining API consistency across client implementations. This consistency is particularly crucial
for financial applications where accuracy is paramount, where users need confidence that their
transaction history, account balances, and smart contract interactions are reported consistently
regardless of the underlying client infrastructure. Our systematic testing helps provide the reliability
that users expect from a mature financial platform, supporting the Ethereum Foundation’s priority
on improving user experience [7].

Researchers. Our work opens new research directions in blockchain testing. Despite Ethereum’s
central role in the blockchain ecosystem, comprehensive API testing has been largely overlooked,
with only limited tools exist. APIDIFFER represents the first systematic approach to testing both EL
and CL client APIs, establishing a new standard for blockchain protocol testing. The specification-
guided testing methodology can be adapted to other blockchain platforms with well-documented
APIs, potentially improving reliability across the broader blockchain ecosystem. Our approach
of combining automated test generation with LLM-based false positive filtering provides a tem-
plate for testing complex distributed systems. Furthermore, our comprehensive bug taxonomy
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and characterization provide valuable insights into common failure patterns in blockchain API
implementations, informing future research in blockchain software engineering.

6.2 Threats to Validity

Following established methodology [60], we discuss threats to both internal and external validity
that may affect the reliability and generality of our approach and evaluation results.

Internal Validity. Internal validity concerns factors that may affect the accuracy of our experi-
mental results and conclusions within the specific context of our study. We summarize these factors
based on the workflow of APIDIFFER.

Specification Quality Dependency. Our approach’s effectiveness is tied to the quality of the
underlying API specifications. The Ethereum client API specifications, while actively maintained [34,
36], contain inherent limitations that affect our testing accuracy. First, certain API behaviors
remain undefined, particularly corner cases and error handling scenarios. Developers are still
actively discussing standardization of error codes [42]. Second, the specifications themselves
may contain bugs, as they are derived from higher-level specifications [35, 38] through human
translation processes that can introduce flaws. Third, specifications provide syntactic requirements
for parameters without semantic constraints or implementation details, creating ambiguities that
lead to inconsistent implementations requiring developer discussions to resolve [62].

Semantic Test Generation. Blockchain systems’ inherent cryptographic dependencies present
challenges for semantic test generation. Specifically, generating valid cryptographic parameters,
such as hashes, signatures, and proofs, remains difficult. For instance, generating a valid signature
requires the private key, the node state (to compute the appropriate signing domain), and compliance
with the mathematical constraints of the BLS signature algorithm [6]. This limitation compromises
the semantic validity of certain test inputs, restricts the code coverage of APIDIFFER, and may
cause bugs related to cryptographic parameter handling to be missed.

Choice of Black-box Testing. While white-box techniques could offer deeper insights into internal
program states, our decision to employ black-box testing is driven by the heterogeneity of the
Ethereum ecosystem. As detailed in §2.1, there are over 11 distinct execution clients implemented
in diverse programming languages (e.g., Go, Rust, Java, C#) and maintained by independent teams.
Adapting white-box instrumentation for every client would impose huge engineering overhead and
restrict the scalability of our approach. Consequently, we prioritize the generality offered by black-
box testing. By leveraging the standardized API, our method remains implementation-agnostic and
can test any client adhering to the protocol, enabling a comprehensive assessment of the entire
Ethereum ecosystem rather than a single client implementation.

Inherent Limitations of Differential Testing. Despite its efficacy in uncovering logic and semantic
discrepancies [77, 85, 101, 107, 132], differential testing is fundamentally constrained by the oracle
problem when all targets exhibit identical erroneous behavior in a specific scenario. To mitigate
this, differential testing should be positioned as a complementary approach within a broader testing
and verification suite [69]. Specifically, metamorphic testing [17, 113] can also be employed when
the oracle is unavailable by checking whether the software conforms to predefined metamorphic
relations. Unit and integration testing can be used to ensure base-level functional correctness.
Furthermore, static analysis can be deployed to detect well-defined pattern-based vulnerabilities
(e.g., memory leaks or data races). while runtime verification (e.g., assertions [111]) serves to catch
internal invariant violations when outputs match. Finally, although incurring higher overhead,
formal verification methods [106, 115] provide rigorous guarantees and should be utilized for
security-critical applications where differential testing may not suffice.

Limited Runtime Feedback. Our test input generation relies solely on specifications without
incorporating runtime feedback such as coverage data. This limitation restricts our ability to refine
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test inputs based on execution results. Additionally, coverage data collection presents challenges
due to multi-language client implementations and requires node shutdown for data collection,
causing significant testing downtime. These factors may limit the comprehensiveness of testing.

LLM-based Bug Identification. A primary threat to internal validity stems from our reliance on
LLMs to filter false positives during the bug identification process. We assume that LLMs can
accurately interpret Ethereum client API specifications and correctly categorize response fields as
must-identical, may-divergent, or must-divergent. However, due to the inherent stochastic nature of
LLMs, there is a risk of misclassification, which may cause genuine bugs to be erroneously discarded
as false positives. To mitigate this, we conducted manual verification of the labeled specifications
to validate correctness. Nevertheless, we acknowledge the residual risk that the total bug count
might be underestimated. To further counteract the unreliability and potential hallucinations of
LLMs [74], a cross-validation method can be employed. For instance, in §4.4, multiple distinct LLM
instances can be deployed to independently assess semantic equivalence. By strictly classifying
a response pair as semantically_equivalent only when all models reach a consensus, we can
reduce the impact of individual model errors and enhance the robustness of the bug identification.
External Validity. External validity addresses the generality of our findings beyond the specific
Ethereum client APIs we tested. Our approach focuses specifically on JSON-RPC and Beacon-API,
which represent the most standardized and widely-supported API types in the Ethereum ecosystem.
However, this may raise questions about the effectiveness of APIDIFFER when applied to other API
types such as GraphQL [79] or custom client-specific APIs [65]. While our specification-guided
approach should theoretically work with any well-documented API specifications, the effectiveness
may vary depending on specification quality and the availability of semantic information for test
input generation.

6.3 Ethical Consideration

For all identified inconsistencies, we responsibly reported issues to client developers and specifica-
tion maintainers through Github issues. For potentially security-sensitive issues, we followed the
security policy specified by the respective client projects, reporting via their dedicated security
channels. Additionally, we submitted patches for the CL clients to help build a more robust and
reliable ecosystem. Three fixes were accepted and merged by the developers.

7 Related Work

Blockchain Client Testing. Research on testing blockchain client API remains limited. EtherDif-
fer [85] is the first differential testing tool for EL client APIL Hive [40] is the official testing framework
for running integration tests of Ethereum clients, which use rpctestgen [91] for test input gen-
eration. Moreover, prior studies [88, 125] have investigated security aspects of blockchain client
APL Li et al. uncover Denial of Service (DoS) vulnerabilities in EL client API services [88]. Wang
et al. [125] propose a deanonymization attack targeting users of third-party Ethereum client API
services. Other studies have focused different components of blockchain clients, including the
Ethereum Virtual Machine [64, 98, 99], consensus protocol implementations [18, 86, 96, 129, 132],
mempool [89, 126, 131], state storage [71, 130], and concurrency bug detection [137]. Specifically,
EVM has also been studied through differential testing approaches. EVMFuzzer [64] is the first dif-
ferential testing tool for EVM. NeoDiff [99] utilizes bytecode-level generation test input generation
method to fuzz the EVM. OpDiffer [98] is an opcode-level differential testing framework for EVM.
Consensus protocol testing has explored various techniques [18, 86, 96, 129, 132]. Forky [86] applies
differential testing to detect fork-handling bugs, while LOKI [96] and Tyr [18] employ fuzzing
strategies to identify memory-related and logical flaws in consensus mechanisms. ByzzFuzz [129],
on the other hand, relies on random testing to uncover bugs in BFT implementations. Research
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on Ethereum node performance and security has focused on examining the mempool and storage
components. MPFUZZ [126], DETER [89], and Yaish et al. [131] specifically target DoS vulnerabili-
ties in Ethereum mempools. Beyond mempools, NURGLE [71] demonstrates a DoS attack targeting
Ethereum’s state storage. Additionally, ThreadNeck [130] models the EL client as a set of threads
to identify performance bottlenecks.

API Testing. In recent years, there has been a significant amount of research on API testing [66].
Recent advancements have primarily focused on improving the effectiveness of automated testing
tools, with a particular emphasis on RESTful AP testing [2, 4, 27, 82, 84, 93]. For example, EvoMaster
is a well-known search-based fuzzing tool for testing RESTful APIs. Additionally, other notable
efforts have explored testing for programming language-specific APIs [73, 118, 134].
Differential Testing. Introduced by McKeeman in 1998 [101], differential testing has been widely
applied in both academia and industry. Beyond blockchain, differential testing has been applied to
various domains, including detecting bugs in SSL/TLS implementations [9, 16, 107], compilers [61,
68, 124], runtime [8, 13, 19, 20, 90, 133, 135, 136].

Semantic Testing. Recent advancements have shifted the focus from syntactic structures to deeper
semantic analysis [12, 21, 78, 104]. To address the limitations of syntactic-based mutation, Clark et
al. [21] propose semantic mutation testing. Instead of generating mutants by altering source code,
they mutate the semantic rules of the language. This allows for the detection of a different class
of faults, particularly those caused by ambiguities within the C language specification. PDiff [78]
adopts semantic summaries to capture the underlying logic of vulnerability patches for patch
presence testing in open-source kernels. SemMT [12] leverages the semantic equivalence of logical
relations and quantifiers to test the machine translation systems. Ojdanic et al. [104] underscores
the necessity of evaluation of semantic similarity in fault seeding.

Methodological Novelty. APIDIFFER distinguishes itself from existing works in three key aspects.
First, unlike general-purpose API testing tools that rely on coarse-grained oracles (e.g., HTTP
status codes) [66], APIDIFFER is the first to implement a specification-guided differential testing
framework specifically for both Ethereum EL and CL client APIs, allowing it to capture deep
semantic inconsistencies. Second, distinct from prior semantic testing approaches that mutate
inputs based on static rules, APIDIFFER leverages live blockchain states to improve the semantic
validity of test inputs. Third, classical differential testing suffers from substantial false positives due
to the lack of determinism in distributed blockchain nodes. To address this limitation, we introduce
a novel false positive filtering mechanism guided by specifications. Consequently, APIDIFFER
achieves higher code coverage and has detected a significant number of real-world bugs.

8 Conclusion

In this paper, we present APIDIFFER, a differential testing framework for Ethereum client API
implementations. We automatically generate syntactically valid and invalid test cases based on
the API specifications and introduce fact-based semantics-aware request generation to further
improve the semantical validity of test inputs. To assist bug identification, we leverage heuristic-
based methods and LLMs to filter false positives out. Compared with state-of-the-art baselines, our
evaluation illustrates that APIDIFFER can achieve up to 89.67% code coverage improvement. Among
11 EL and CL clients, we detected 72 real-world API bugs, 91.38% of which have been confirmed or
fixed, including three bugs within the specifications. APIDIFFER demonstrates significant real-world
impact, with reported bugs receiving positive feedback such as acknowledgments, additional test
cases, and expressed interest in the testing methodology, where one bug has even been brought up
for discussion in the Ethereum official meeting.
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Data-Availability Statement

The dataset, artifact and the main experimental results of APIDIFFER are available at Zenodo [97].
The artifact will also be submitted for Artifact Evaluation.
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