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About Me

• CTO/Co-Founder, neoEYED Inc. with 15+ years of experience

• Startup Advisors, Mentor for Stanford cyber security course

• Cyber Security, Machine Learning, Python, java, .net, ruby 
etc. in domains like Finance, Insurance, Casino Gaming, 
eComm etc. 

• Frequent speaker/trainer in international conferences like 
NULLCON, C0C0N, OWASP, ISACA, ISC2 etc. 

• Member of NULL, DSCI and other communities. 





Agenda

Background/Inspiration

Demo – Text, Audio/Video

Architecture: What’s happening behind the scene

Code release – Notebook, Repository etc.

What’s next – other approaches, future enhancements

Our vision, invitation to contribute, support, learn

References and Credits



Inspiration
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Chat Demo



Conversation - 1





Conversation – 2, 3





Social Proof Person 1

Person 3

Person 2



Video Demo





Architecture – What’s 
behind the scene



1. Flow Summary

The Voice The FaceThe Brain

Text Chat Engine 
(TCE)

Audio Synthesis Engine
(ASE)

Video Synthesis Engine
(VSE)



The Brain



2. Text Chatbot Engine (TCE)
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Chat 
Input https://google.github.io/seq2seq/

https://en.wikipedia.org/wiki/Neural_machine_translation

https://chatbotsmagazine.com/bot-talks-intent-based-vs-flow-base-conversations-798788dc9cf6

https://google.github.io/seq2seq/
https://en.wikipedia.org/wiki/Neural_machine_translation
https://chatbotsmagazine.com/bot-talks-intent-based-vs-flow-base-conversations-798788dc9cf6


Categories of conversations

• Chit-chat (CAT - I)

• Historical (CAT – II)
• “Can I come to your house today”
• “Shall we meet tomorrow”
• “Are you coming for the X meetup tomorrow”

• Topical, factual, asking for specific information (CAT - III)
• How is the weather today?
• What is SQLi

• Pure generative, philosophical, anything else aka free flow chat (CAT – IV)
• What is love
• What is the purpose of life etc.



(CAT - I)



(CAT - II)



(CAT - II)



Custom Actions (CAT - III)



(CAT - IV)

ParlAI



(CAT - IV)

Role Response

User Does money buy happiness?

Bot Depends how much money you spend on it .

User What is the best way to buy happiness ?

Bot You just have to be a millionaire by your early 20s, then you can be happy .

User This is so difficult !

Bot You have no idea how hard it is to be a millionaire and happy . There is a reason the rich have a lot of 
money



CAT-I, CAT-III
CAT-II

CAT-IV



Make your own Rick Sanchez (bot) with 
Transformers and DialoGPT fine-tuning

https://towardsdatascience.com/make-your-own-rick-sanchez-bot-with-transformers-and-dialogpt-fine-tuning-f85e6d1f4e30

https://towardsdatascience.com/make-your-own-rick-sanchez-bot-with-transformers-and-dialogpt-fine-tuning-f85e6d1f4e30


The Voice



2. Audio Synthesis Engine (ASE)

Voice Output

My voice –
around 500 
samples of 
duration 5 – 15 
seconds each

(NEED MORE 
DATA)

Tacotron 2 
AI Model

CYCLEGAN 
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CONVERSION
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Text 
Input to 

be 
spoken https://ai.googleblog.com/2017/12/tacotron-2-generating-human-like-speech.html

https://github.com/CorentinJ/Real-Time-Voice-Cloning

Real Time Voice 
Cloning (US 

Accent)

https://github.com/TaiChunYen/Pytorch-CycleGAN-VC2

https://ai.googleblog.com/2017/12/tacotron-2-generating-human-like-speech.html
https://github.com/CorentinJ/Real-Time-Voice-Cloning
https://github.com/TaiChunYen/Pytorch-CycleGAN-VC2


Voice Demo - CycleGAN

Original Generated

CycleGAN



VOICE 
ENGINE



The Face



3. Video Synthesis Engine (VSE)

Victim’s 
Video

My Video
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LipGAN

Audio-driven-
TalkingFace-
HeadPose

Talking video

Silent video

https://github.com/Rudrabha/LipGAN
https://github.com/yiranran/Audio-driven-TalkingFace-HeadPose

https://github.com/Rudrabha/LipGAN
https://github.com/yiranran/Audio-driven-TalkingFace-HeadPose




Video Demo – talking face



Video Demo – LipGAN



4. Cloning Engine

The Voice The FaceThe Brain

Text Chat Engine 
(TCE)

Audio Synthesis Engine
(ASE)

Video Synthesis Engine
(VSE)



5. Entire Pipeline (In Action)

Cloning Engine



Video Demo





Do you want 
to try 
yourself? 



Road Ahead

• Add expressions to voice and video using 
sentiment analysis of the questions asked 
and the answers generated by the AI
• Use VoIP phone number to make fake 

calls to victim’s friend and do social 
engineering
• Bypass voice recognition and voice-based 

OTP using the Voice Engine
• Bypass facial recognition and live 

detection techniques like visual OTP, lip 
reading etc. using Video Engine



Vision: create 
futuristic 
technologies

• Behavioral Analysis
• Conversational AI
• Bot detections and other kind of 

preventive frameworks

Looking for angels to support us 
to build futuristic technologies
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• Application Security

• Advanced Threat Modeling and Profiling

• Security Automation and Visualization

Thank you
tbasu@neoeyed.com
@titanlambda


