MojelD jako prvni
postkvantova digitalni identita?
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Den Q - https://qdayiscoming.com/

Is it Q Day?

No, not yet.

321 15 23 34
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https://qdayiscoming.com/

Poskvantova (PQ) kryptografie

» Postkvantové Sifrovani
— Chrani uz nyni — ,Harvest now, decrypt later”
- ML-KEM / FIPS-203 - standard pro vyménu kli¢a
» Postkvantova autentizace
-  ML-DSA / FIPS-204 nebo SLH-DSA / FIPS 205 — standardy pro digitalni podpis
- Kompozitni ML-DSA
- Merkle Tree Certificates

- KEM autentizace
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MojelD

Sluzba digitalni identity provozovana sdruzenim CZ.NIC
Nejmodernéjsi autentizacni metody

- FIDO / Passkeys oddolné proti phishingu véetné systémovych kil

- Mobilni autentizacni aplikace MojelD Kli¢

° Ve v 7

- Komercni sektor

- Statni sluzby
- Pouziti v Evropé v ramci elDAS

Nejvyssi uroven zabezpeceni podle eIDAS
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Oblasti kryptografie v autentizacni sluzbe

TLS

Autentizacni prostredky Autentizacni protokoly

MojelD FIDO

Kli¢ Passkeys

OIDC SAML 2.0
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PQvTLS

NGINX - https://blog.nginx.org/blog/pgc-nginx
Debian 13 + zapnuti v konfiguraci
- Hybridni schéma X25519MLKEM768

V srpnu konecne vyslo RFC10024 - Post-
Quantum Traditional (PQ/T) Hybrid Key
Agreement Mechanisms for TLS 1.3

VétsSina prohlize¢t mé podporu
implementovanou

Zatim rozhodné neni dominantni na strané
sluzeb
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Distribution/ OpenSsL Version .
. PQC Available? Notes
Release Shipped
Current stable

Debian 13 “Trixie"” 3.5.x
release
Current oldstable

Debian 12 release

3.0.x b &

“Bookworm” Workaround
available

Alpine Linux 3.22 35x Latest Alpine release
Previous Alpine

Alpine Linux 3.21 33x b 4 B

elease
Old LTS

Ubuntu 22.04 (LTS) 3.0.x b & Workaround
available
Current LTS

Ubuntu 24.04 (LTS) 3.0.x b & Workaround
available

Alma/Rocky/RHEL Latest RedHat 10.1

Y 3.5.x ‘

10.1 family release
Initial RedHat 10
family release -

Alma/Rocky/RHEL 10 | 3.2.x: b4
Workaround
available

Suse Linux

3.5.x Latest SLES release

Enterprise (SLES) 16

CZnNic
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https://blog.nginx.org/blog/pqc-nginx
https://datatracker.ietf.org/doc/html/rfc10024

PQ v TLS - https:/www.ssllabs.com/ssltest/

You are here: Home > Projects » S5 Server Test > mojeid.cz > 2001:1488:0:4:0:0:0:4
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SSL Report: mojeid.cz (2001:1488:0:4:0:0:0:4)

Summary

Overall Rating

Certificate

Protocol Support

Key Exchange

Cipher Strength

0 20 40 60 80 100

Visit our documentation page for more information, configuration guides, and books. Known issues are documented here.

This site works only in browsers with SNI support.

CZnNic
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https://www.ssllabs.com/ssltest/

PQ v TLS - statistiky

MojelD Cloudflare
https://radar.cloudflare.com/post-quantum

Post-quantum encryption adoption
Post-quantum encrypted share of HTTPS request traffic (2) o e=e

Traffic type  Alltraffic

== Post-quantum encrypted
62%
100%

ETLS 1.3sPQ o
B TLS 1.3 bez PQ B0t

ETLS1.2 o
50%
40%
30%
20%
10%

0% 1 ' "
Sep 25 Sep 26 Sep 27 Sep 28 Sep 29 Sep 30 Octl

F  This chart shows the percentage of HTTPS requests using post-quantum key exchange over
time. Cloudflare has enabled hybrid post-guantum key agreement on all domains served
through its network, including this one. Adoption depends on both client (browser) and server
support.
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https://radar.cloudflare.com/post-quantum

MojelD Klic

Mame pod kontrolou obé strany komunikace (aplikace na zafizeni a
backend)

Vyviji pro nas ceska spolecnost Wultra - https://www.wultra.com/ w

Z velké casti open source - https://github.com/wultra

Pri prechodu na PQ nutnost aktivniho zasahu uzivatele pro vymenu klice
- Ktomu je treba vzdy zadat PIN

K dispozici od verze aplikace 16.0.0
- Android vydan pred dvéma tydny
- i0S pristi tyden
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https://www.wultra.com/
https://github.com/wultra

MojelD Kli¢ je aktivni

Jakmile budete mit k dispozici poZzadavek na
potvrzeni, automaticky se zde objevi.
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Nastaveni

NASTAVENi ZABEZPECEN{
Aktualizace zabezpeceni
Zménit PIN

Potvrzeni biometrif

OBECNA NASTAVENi
@ Jazyk

D Zvuky

UZITECNE INFORMACE

1y Ohodnotit aplikaci

& Kontakt
Napovéda
M2 Pouzité licence

@ Verze aplikace

DEVELOPMENT

@ Log level

DEMO FEATURES

MojelD Klic

Aktualizace zabezpeceni

Silnéjsi ochrana pro vas
ucet
V4s ucet spliiuje podminky pro bezpe¢nostni

aktualizaci. Zabere to jen par sekund. Zadejte svij PIN
a mlzete pokracovat.

Cestina >
«

@ ~
PROC AKTUALIZOVAT
Zvysuje zabezpeceni pri schvalovéni pozadavki v
aplikaci a [épe chrani vas Gcet pred sou¢asnymi i
budoucimi kybernetickymi hrozbami.

Aktualizujte nyni a zvyste zabezpeceni svého
Gétu.

S————————————————

16.0.0.3060-INT

DEBUG >

GRS
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MojelD Klic

Drive se pouzival NIST P-256

Novejsi protokol pouziva:

- Pro vyménu kli¢d kombinace ECDH s P-384 a ML-KEM 768

- Pro podepisovani ECDSA s P384 a ML-DSA-65 (momentalné v MojelD nevyuzivame)
Protokol umoznuje v budoucnu prejit na Cisté PQ algoritmy

Prvni pouziti PQ v mobilnich autentizacnich aplikacich
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https://github.com/wultra/powerauth-crypto/blob/develop/docs/List-of-Used-Algorithms.md

FIDO bezpecnostni klice / Passkeys

Nemame pod kontrolou obé strany komunikace, pouze backend. Klice si
porizuje uzivatel vlastni

Pouzité protokoly CTAP2 + WebAuthn jsou kryptoagilni, tzn. v zasade jsou
schopné fungovat s libovolnym protokolem

-V kvétnu vySlo RFC 9964, kterd pridava ML-DSA do globalnich rejstfik( u IANA

Pracovni skupiny FIDO Alliance pracuji na standardizaci dalSich prvku jako
napf. atestacniho protokol
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https://datatracker.ietf.org/doc/html/rfc9964

Yubico

Na strane MojelD pouzivame jako backend

knihovnu python-fido2

v

- Podporuja ML-DSA pfidana v nejnov
2.1:1 letos v ¢ervnu

jSi verzi

- Mame nasazeno na testovacim prostredi

Yubico je zaroven prvni vyrobce, ktery

demonstroval prototyp s ML-DSA

Tyto klice budou nejspis dostupné j
pristim roce
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L4

ZV

= Q Yubico / python-fidoz ~

<> code (@ Issues 23 1 Pull requests

Commit 664033

& dainnilsson committed on Jun29 - v 21
Add ML-DSA support
P omain (#289) - © 221

3 files changed

Q_ Filter files.. =

v & fido2

B cose.py
v @ hid

® _init_py
v @ tests

[® test attestation.py

118
119
120
121

130
131

132

9

&> Agents O Discussions  ® Actions @ securityand quality 1 Insights

Q Ssearchwithin code &

fido2/cose.py (@ -+

+

127

128

131
132
133
131
135
136
137
138
139

P

@@ -41,6 +41,10 @@

from cryptography. hazmat.primitives.asymnetric.types import PublicKeyTypes

_backend = default_backend()
_mldsa - hasattr(_backend, "mldsa supported”) and _backend.nldsa supported()

class CoseKey(dict):
"""A COSE formatted public key.

@@ -118,7 +122,7 @@ def parse(cose: Mappinglint, Any]) -> CoseKey:

@staticmethod
def supported algorithns() -> Sequencelint]:
"nnGet a list of all supported algorithm identifiers™
algs: Sequence(type[Cosekeyl] = [
algs: list[type[Cosekey]] = [
ES256,
EdDSA,
ES384,
0@ -127,6 +131,9 @@ def supported algorithns() -> Sequencelint]
RS256,
ES256K,
1
if _nldsa:
algs.extend([MLDSA44, MLDSAG5, MLDSAB71)

return [cls.ALGORITHM for cls in algs]
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OpenlID Connect

e Hlavni problémy shrnuje blogpost vydany pred 2 tydny

Velikost podpist a maximalni velikost cookies ~4kB

Existujici chyby v knihovnach — napf. knihovna zahodi data pokud obsahuji neznamy
algoritmus

Obecné nizka podpora PQ algoritmi v knihovnach

LepsSi podpora ve standardech pro vybér algoritmu pfi kazdém dotazu

e Chybéjici podpora pro kompozitni schémata:

https://datatracker.ietf.org/doc/draft-ietf-jose-pg-composite-sigs/
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./Post-Quantum%20OpenID%20Connect
https://datatracker.ietf.org/doc/draft-ietf-jose-pq-composite-sigs/

SAML 2.0

e Minimalni posun ve standardizaci
- https://datatracker.ietf.org/doc/html/draft-eastlake-rfc9231bis-xmlsec-uris-09
e Chybi podpora v knihovnach
- pysaml2 a xmlsecT
e SAML 2.0 pouzivame primarné pro komunikaci s NIA (Identita Obc¢ana)

- Je vysoce pravdépodobné, ze dfiv zmigrujeme na OpenID Connect
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https://datatracker.ietf.org/doc/html/draft-eastlake-rfc9231bis-xmlsec-uris-09

Oblasti kryptografie v autentizacni sluzbe

Autentizacni prostredky Autentizacni protokoly

FIDO

Passkeys
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Postkvantovy posun v Praze?

Workshop na téma postkvantové autentizace v Praze
Organizuje Internet Architecture Board

Termin 11.-12. fijna

CFP bylo do 11. zari

Workshop zrejmeé nebude otevreny pro verejnost

https://www.iab.org/announcements/call-for-papers-iab-workshop-on-accel
erating-the-deployment-of-post-quantum-authentication-pgws/
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https://www.iab.org/announcements/call-for-papers-iab-workshop-on-accelerating-the-deployment-of-post-quantum-authentication-pqws/
https://www.iab.org/announcements/call-for-papers-iab-workshop-on-accelerating-the-deployment-of-post-quantum-authentication-pqws/

Zaver

Digitalni identita je o duvére

Sluzba MojelD se vzdy snazi v tomto smyslu jit prikladem

V tomto roce probiha hodné zmeén a pristi rok asi nebude jiny
Postkvantovy vyvoj budeme nadale sledovat a adekvatné reagovat
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Dekuji vam za pozornost!

jaromir.talir@nic.cz

Jaromir Talif - 3. 10. 2026 CZ NIC Yl
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