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# whoami

Kyberbezpecnost

« Analyza malvéru a sietfovej komunikacie
« RieSenie incidentov

« Vzdelavanie

« Analytik sietovych infiltracii, ESET




Agenda

Priprava

Ukazka kybernetickeho utoku
Riesenie incidentov

Poznatky z praxe

Tipy & triky

Q&A




Zivotny cyklus rieSenia incidentov

Nikdy nekonciaci process

Computer Security Incident Handling Guide, NIST SP 800-61 Rev.2

Incident Response Recommendations, NIST SP 800-61 Rev.3 incident
o Zmeny medzi Rev.2 a Rev.3 Response

o Od reaktivneho zZivotného cyklu k neustalemu manazmentu rizik

Priprava
o Riadenie, Identifikacia, Ochrana T —
RieSenie incidentov Learned

o Detekcia, Riesenie, Obnova

Poucenie z praxe ,
Preparation

o Prilezitosti na zlepSenie (v kazdom kroku)

(Identify) Improvement

- w A - -~
o * B

Source: https://nvipubs.nist.gov/nistpubs/SpecialPublications/NIST.SP.800-61r3.pdf



Priprava

Internet Firewall LAN
Bez logov sme slepi A il ‘
Sniff & Stream Port error -

| -

I

Bez viditelnosti do infrastruktury mézeme iba hadat a tipovat :
Home IDS :
Suricata + Pravidla |:
|

|

|

|

I

________________________

fn' OpenObserve

SURICATA® 0
. | 'N' — Webhooks
: eve. jSOﬂ : 1

l VL :
= $a:0
Nasadené v domacej sieti/v labe L Nw ] ’

InstallFest prednaska alebo https://aithub.com/laciKE/AtomIDS ' Surieata Alerts *0

Firewall actions

OpenObserve
Alerty + Notifikacie



https://github.com/laciKE/AtomIDS

Priprava

Analyza zaznamu sietovej komunikacie
Uzito¢né cvicenie
Analyza ukazkovych PCAP suborov
Realne incidenty, analyza komunikacie malvéru
Nacitanie logov do Elastic/Open/Search/Observe
Prepisanie ¢asov hodnotami z PCAP/eve.json

m T e B Policko @timestamp, _timestamp
‘ Format RFC3339
. (V) 2026-03-08T13:06:56.836267+00:00

(X) 2026-03-08T13:06:56.836267+0000
Nahratie upraveného eve.json do OpenObserve (curl)

StarSie logy => ZO_INGEST_ALLOWED UPTO
OpenObserve Dashboard pre analyzu PCAP suborov

https://github.com/laciKE/AtomIDS/



https://github.com/laciKE/AtomIDS/
https://github.com/laciKE/AtomIDS/

o kali@kali: ~
Session Actions Edit View Help
' kali@kali: ~ @ kali@lkali: ~ ¥

msf exploit( ) > run

[#] Started HTTP reverse handler on http://172.31.137.100:8080

['] http://172.31.137.100:8080 handling request from 192.168.137.130; (UUID: k
uhrzcjn) Without a database connected that payload UUID tracking will not work
1

] http://172.31.137.100:8080 handling request from 192.168.137.130; (UUID: k
uhrzcjn) Staging x86 payload (190044 bytes) ...
['] http://172.31.137.100:8080 handling request from 192.168.137.130; (UUID: k
uhrzcjn) Without a database connected that payload UUID tracking will not work
1

PDF

x] Meterpreter session &4 opened (172.31.137.100:8080 — 192.168.137.130:49285
) at 2026-01-31 21:24:24 +0100

invoice.pdf

meterpreter > [j I

invoice.pdf

Ukazka kybernetického utoku




Detekcia

Telegram/Discord notifikacie s alertmi zo Suricaty
Analyza alertov

Suricata IDS
Alerts Dashboard n ET MALWARE Possible
Zamerajme sa na SW: Metasploit Payload Common
Who (KtO) Construct Bind_API (from ..
What (Co) Suricata IDS
When (Kedy) n GPL SMTP vrfy root
Where (Kde) [Attempted Information

Leak] {TCP} 172.31.137.10.

Why (Preco)



Aktualny stav: Alerty

it Alert Categories L 12mago G ~ # Alerted Hosts b 12mago & ~
Alert Category Count Srclp Dest Ip Alert Count
Potentially Bad Traffic 1 172.31.137.100 192.168.137.100 1
Attempted Information Leak 1 172.31.137.100 192.168.137.130 2
A Net k Troj detected 1
Who: etwork Trojan was detecte
’ ~1 1-30f 3
UtoCnik: 172.31.137.100 °
it Alert Signatures L 12mago G ~
. 1-2 0f 2
What Alert Signature Count
GPL SMTP vrf o 0 #  Alerted Hosts L 12mago & ~
r . vrfy roo
Enumeracia emailov
ET HUNTING SUSPICIOUS Dotted Quad Host MZ Response 1
Stiahnutie EXE Su bo ru ET MALWARE Possible Metasploit Payload Common Construct Bind_API (from server) 1 192.168.137.130
172.31.137.100
Network Trojan Payload
192.168.137.100

When: 13013
2026-01-3120:23:30 - 20:24:45

Where:
Kompromitované PC: 192.168.137.130
Mailserver: 192.168.137.100

Why?



Intermezzo: Analyticke pivotovanie

Diamond Model of Intrusion Analysis

Objavovanie suvisiacich elementov, napr.:

Od obeti ku nastrojom a technikam
Od nastrojov ku infrastrukture
Od infrastruktury k dalSim obetiam
Od infraStruktury k utocnikovi

Adversary
(5) IP address

ownership
details reveal
adversary
(2) Malware
contains C2
n domain
Infrastructure Capability

(3) C2 Domain
resolves to C2
IP address

(1) Victim
discovers
malware

(4) Firewall logs
reveal further

victims contacting
C2 |P address

Victim

Source: https://threatconnect.com/wp-content/uploads/The_Diamond_Model_of Intrusion_Analysis.pdf



Suvislosti

Network Flows Dashboard
Najvacsi kecalkovia
Porty/protokoly
DIhé spojenia
Mnoho udalosti
Kontrola pomocou VirusTotal

Analyza logov
Community ID
to¢nikova IP adresa

Email Dashboard

# Emails
Timestamp Srclp
2026-01-31 20:24:08 172.31.137.100

2026-01-31 20:24:03  172.31.137.100

it Long Sessions

Srclp Src Port
192.168.137.130 49287

timestamp (Europe/Bratislava) src_ip
> 2026-01-31 20:25:51.395 192.168.137
> 2026-01-31 20:25:49,991 192.168.137
> 2026-01-31 20:25:48.681 192.168.137
> 2026-01-31 20:25:47.480 192.168.137
> 2026-01-31 20:25:46.372 192.168.137
> 2026-01-31 20:25:45,358 192.168.137
> 2026-01-31 20:25:45.264 192.168.137
> 2026-01-31 20:25:45.171 192.168.137
> 2026-01-31 20:25:45.003 192.168.137
> 2026-01-31 20:25:45.030 192.168.137

> 2026-01-31 20:24:25.674

> 2026-01-31 20:24:25.609

> 2026-01-31 20:24:25.603

> 2026-01-31 20:24:25.594

> 2026-01-31 20:24:08.569

> 2026-01-31 20:24:03.090

> 2026-01-31 20:24:03.086

Src Port Destlp

34444 192.168.137.100 2.5

34444 192.168.137.100 25!

Srclp

# Top Downloaders

192.168.137.130

Srclp

192.168.137.130

Dest Ip

Top Uploaders

17231.137.100

172.
172.
172.
172.
172.
172.

172.

src_port

49287
49287
49287
49287
49287
49287
49287
49287
49287
49287

31.
31.
31.
31.
31.
31.

31.

Dest Port Smtp Helo

137.
137.
137.
137.
137.
137.

137.

[172.31.137.100]

[172.31.137.100]

100
100
1080
100
100
100

100

Smtp Mail From

<john@evil.local>

Flow State

established

Dest Port\ Proto & Flow Age
8080/ TCP 54
dest_ip proto

172.31.137.100 TCP
172.31.137.100 Tcp
172.31.,137.100 TcP
172.31.137.100 TcP
172.31.137.100 TCP
172.31.137.100 Tcp
172.31.137.100 TcP
172.31.137.100 TcP
172.31.137.100 Tcp
.31, Tcp

192.168.137.130

192.168.137.130

192.168.137.130

192.168.137.130

192.168.137.1600

192.168.137.1600

34444 192.168.137.100

Smtp Rept To Email From

["<dave@demo.lacal>"]

event_type
http

http
http
http
http
http
http
http
http
http

49286
49285

49285

John Doe <john@evil.local>

L 7mago C

-

Flow Bytes Toserver

2.0MB

L 8mago (4

-

Flow Bytes Toserver

Flow Bytes Toclient
1449001

http_url

/H7VVdEdtU9rGIMclriqieQyYVvIbcshpBo-
/H7VVdEdtU9rGJIMclriqieQyVIbcshpBo-
/H7VVdEdtU9rGIMclriqieQyYVIbcshpBo-
/H7VvdEdtU9rGIMclriqieQyYVIbcshpBo-
/H7VVdEdtU9rGIMclriqieQyYVvIbcshpBo-
/H7VVdEdtU9rGJIMclriqieQyYVIbcshpBo-
/H7VvdEdtU9rGIMclriqi@QYVIbcshpBo-
/H7VvdEdtU9rGIMclriqieQyYVIbcshpBo -
/H7VVdEdtU9rGIMclriqieQyVvIbcshpBoe-
/H7VVdEdtU9rGJIMclriqieQyYVIbcshpBo-

TCP
TCP
TCP
TCP
TCP
TCP

TCP

Email To Email Status

["dave@demo.local"] PARSE_DONE

184.3KB

Flow Bytes Toserver

90910

Y-5meCuHJXdC-
Y -5meCuHJXdC-
Y-5meCuHJXdC-
Y-5meCuHJXdC-
Y-5meCuHJXdC-
Y-5meCuHJXdC-
Y-5meCuHJIXdC-
Y-5meCuHJIXdC-
Y-5meCuHJXdC-

Y-5meCuHJXdC-

alert

alert

smtp

fileinfo

fileinfo

["invoice.pdf"]

xcf/
xef/
xef/
xcf/
xcf/
xcf/
xcf/
xcf/
xcf/

xcf/

Email Attachment



Aktualny stav: NetFlow a Udalosti

Who:
Utodnik: 172.31.137.100
What:

Enumeracia emailov

# Emails Receiver: # Emails Attachments L 6mago C ~

5 L 6mago C ~
. @ (dave@demo.iocal’] . @ Uinvoice.pdr]

. -

0 dnep

# Emails Senders

Email s prilohou invoice.pdf
Stiahnutie EXE programu
Network Trojan B
Command&Control
When:
2026-01-3120:23:30 - 20:25:51
Where:

«  Kompromitované PC: 192.168.137.130

- I
+ Mailserver: 192.168.137.100 ] — g

Infi kované em aiIOVé, prl'loha? 20;24 20:24:30 20:25 20:25:30 20;26

smtp




Aktualny stav: Forenzna hypoteza

@ Enumeracia emailovych uctov Internet Frewal ~ Router

Najdenie emailovej adresy obete i
@ Odoslanie emailu obeti ‘_r- y
! |

SMTP od uto¢nika na mailserver

Sniff & Stream

| | |
|
: Tiny IDS

Slepé miesto, medzera vo viditelnosti | T
~ani Firewall actions E .m. OpenObserve
Poucenie z praxe .

I isunltl:ATA® 5
Zlepsit zber dat ' everson - :—Webhooks—l

Zlepsit umiestnenie senzora 5 ‘L !
' O JS?DN E i. .'a
e D

Ziadne POP3/IMAP medzi mailserverom a obetou

Preco?

Obet otvorila infikovana prilohuvemaii = - —----- E—‘E,'
Invoice.pdf . | :
. - _ , N - syslog-ng Suricata Alerts —p e
Obet stiahla skodlivy EXE subor s trjskym konom

Trojsky kon nadviazal Command&Control komunikaciu s ito¢nikom




DalSie kroky: Analyza a "response’

Analyza kompromitovaného PC a mailservera Nezaznamenana ziadna dalsia

Skenovanie na malver skodliva aktivita

Analyza logov OS . o ] o
Ziadne dalSie sietfoveé spojenia do/od

Logy spustanych procesov na PC —
utocnika alebo obete

Windows security logs event id 4688
Sysmon event id 1 |zolacia kompromitovaného PC
Ale ni¢ z toho nemame

. Zablokovanie utocnika na firewalle
Logy z mailservera

Potvrdenie Ze obet stiahla email Fixnutie slepého miesta
Dal$i adresati podozrivého emailu?



Analyza EXE suboru a emailovej prilohy

Co ak... povolime ukladanie stiborov? Analyza EXE stboru

outputs.file-store.enabled

Skenovanie na malveér

outputs.file-store.force-filestore

Extrakcia textovych retazcov
Upravime hbku insSpekcie na >100kB

outputs.file-store.stream-depth

Analyza Invoice.pdf

app-layer.protocols.http.libhtp.default-config.response-body-1limit Metadata eX|ftOOI

app-layer.protocols.http.libhtp.default-config.request-body-1imit

Data: xxd
Na kompromitovanom PC:

Kontrola Sysinternals Autoruns

Kontrola nedavno modifikovanych suborov



Aktualny stav: EXE a Invoice.pdf

Metasploit EXE
Meterpreter Agent
Textové retazce:
Zname patterny Meterpretera
User Agent
URL C&C servera

Invoice.pdf
Metadata: Nazov obsahuje mnoho medzier a exploit

Data: Egghunter + Egg

http://172.31.137.100:8080/H7VvdEdtU9r6JMclrliqi®QYVIbcshpBBO-Y-
SmeCuHJXdC-xcf/
Mozilla/5.0 (Windows NT 10.0; Winé4; x64) AppleWebKit/537.36 (

KHTML, 1like Gecko) Chrome/131.0.0.0 Safari/537.36 Edg/131.0.29
03.86

File Type : PDF

File Type Extension : pdf

MIME Type : application/pdf
PDF Version 1.4

Linearized : No

Page Count i1

Language : en-US

Title MlFree torrent sites

ZAKjAa\AaATAAO3TaYAIAIAIAIAIAIAIAIAIAIAIAIAIA
IAjXAQADAZABARALAYAIAQAIAQAIANAAAZIATIAIAJIIAIAIABABABQ




Monitoring sietovej komunikacie je uzitocny

Sietové IDS nam mdze pomobct najst Skodlivé udalosti aj bez
bezpecnostnych rieSeni nainstalovanych na pocitacoch

Dobré umiestnenie senzorov je dolezité




Tipy & Triky

« Ukladanie suborov je mocny nastroj
« Pravidla na ukladanie podozrovych suborov

* Prilezitost na automatizaciu:
« Ukladat vSetko, skenovat na malvér a mazat Cisté subory
Denné aktualizacie pravidiel Suricaty
Nastavit Log retention v OpenObserve pre kazdy Stream (Index)
Samostatny Stream (Index) pre analyzu PCAP suborov



uence Number (B)

1250000 |

1000000 |-

750000

500000 |-

250000 [

Tipy & Triky

Analyza Sifrovanej komunikacie
o TLS rozSirenia a vlastnosti
o SNI, Certificate info, JA3 a JA4 odtlacky

o Pozrite sa na "tvar" sietovej komunikacie

= Pocditadla packetov a bytov
Pomoc Al pri analyze

50

ce Number (B)

Se

600000 |

400000 |

~ tls_client_alpns:["h2","http/1.1"],

~ Tls_ja3_hash:1383chd0529323993¢3207h725hT97d8,

~ tls_ja3_string:771,4865-4866-4867-49195-49199-4¢
~ Tls_ja3s_hash:2253c827T03b621c5144709h393Fde2c9,
~ tls_ja3s_string:771,4866,43-51-41,

~ tls_jad:t13dl516h2_8daaf6152771_9h887d9achs3,

* tls_sni:www.elcar.org,

* tls_wversion:TLS 1.3




Zaver

Domaci IDS systém na detekciu a analyzu incidentov

GitHub repozitar
https://qithub.com/laciKE/AtomIDS
Navody, konfiguracné subory, openrc sluzby
OpenObserve Dashboard
eve.json z ukazkoveho utoku
3D krabic¢ka pre Dell Wyse 3040 + TL-SG105E  ;-)

Kontakt
Mastodon: @malwarelab eu@infosec.exchange

X: @ladislav_b, @malwarelab_eu
Web: https://malwarelab.eu



https://github.com/laciKE/AtomIDS
https://github.com/laciKE/AtomIDS
https://infosec.exchange/@malwarelab_eu
https://x.com/ladislav_b
https://x.com/malwarelab_eu
https://malwarelab.eu
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