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How | Got Here: A Career in Policy, Law & Privacy

® Congressional Staff

e Elected NY Legislator oul e
. =Y | ‘W2 Hired to Calm Fears for Web Privacy
e NYC Consumer Affairs | .
Commissioner
® CPO DoubleClick, AOL
. First Line of Defense; Chief
® Future of Privacy Forum Privacy Officers Forge
Evolving Corporate Roles
:.’:::::mm D ® ® & [
Jules Polonetsky has the power of life and death. Over contracts,
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Fast Growing Profession

® DPO —Europe mandatory for many under GDPR
¢ 500,000 registered with EU regulators

e |APP 50,000 members 2019

® | eading legislative proposals mandate

® CSO — from adversary to partner

® Privacy legislation almost always includes security obligations
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Missed Opportunities on Cookies

¢ Companies failed to explain
data uses to consumers

® Penguins, lcons

® Do Not Track

An ad company sends a
cookie to Mr. Penguin’s
computer, recording

his visit.

Google Chrome Will Drop Third-

Party Cookies In 2 Years

by Sarah Sluis /#/ Tuesday, January 14th, 2020 - 11:00 am

Penguin's Cookie File

COOKIE IDE23 = ANCHOVY
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Social Norms are Being Strained

Boring.

Controversial...

2014
A'Theory of Creepy: Technology, Privacy, and
Shifting Social Norms

Omer Tene
Rishon Le Zion, lsrael

Jules Polonetsky
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What’s at Stake

e Every consequential issue
worldwide is playing out on
digital platforms right now — and
all the problems of our messy
society

® |[nnovation becomes a tarnished
term

¢ Civil rights

¢ Backlash puts advances at risk

e Awkward legislation
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“Privacy” is About Society’s Values

e Civil rights & bias y

® Role of government

=
19 A o
e ; )2 13
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e Social norms

® Power of corporations
vs. individuals

® Protecting democracy

e Automated decisions
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How Best to Safeguard Data to Protect Human Rights?

¢ U.S. moving from consumer
protection to privacy law

® CCPA copycats, WPA, NY
fiduciary bill and federal
proposals

® CCPA choice? Opt-outs from
thousands of sites
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“Doing countless tasks to exercise more control is an endless and
impractical task — and the control is often illusory.”

- Professor Daniel J. Solove, The Myth of the Privacy Paradox
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GDPR and EU Al Strategy

® The word “privacy” is not in
the text of the GDPR

e Data protection — to protect

the rights in the charter H|gh-r|skArt|f|c|aI Intelligence to be ‘certified, tested and
contrnlled I:ommlssmn says
® GDPR gold standard — ysometston | nacy o om0

influencing legislation globally

e U.S. has no clear model... so
limited influence
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More Solutions

A VISUAL GUIDE TO PRACTICAL DATA DE-IDENTIFICATION »l FUTURE OF

PRIVACY
M
What do scientists, regulators L]
and lawyers mean when they ?
talk about de-identification? il

FORU
How does anonymous data

Frrarg

® Laws supporting de-

[] [} [} °
differ from pseudonymous
or de-identified information?
Data identifiability is not
binary. Data lies on a

spectrum with multiple

shades of identifiability. -
L] L] ! .
p S e l | O n y m I Z a t I O n This is a primer on how DEGREES OF IDENTIFIABILITY PSEUDONYMOUS DATA DE-IDENTIFIED DATA ANONYMOUS DATA
to distinguish different Information containing direct and indirect identifiers. Information from whi identifiers have Directand known indirec [ irect identifiers have.
categories of data. beenclminated o rastomed buciniect idenifiers have been re bee or manipulated together

identtfiers remain i

manipulated to breakthe tical and technical
toreal world identities. 2 prevent re-identification.

EXPLICITLY POTENTIALLY NOT READILY KEY FROTECTED PROTE AGGREGATED
PERSONAL IDENTIFIABLE IDENTIFIABLE CODED. PSEUDONYMOUS  PSEUDONYMOUS ~ DEIDENTIFIED DEIDENTIFIED  ANONYMOUS ANONYMOUS

DIRECT IDENTIFIERS.
it denti

1.
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: RSTORMED RUSEONED TS IRMED TRANSEORUED TRARSIORHED TRASEORMED
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J st s NOME W PLACE conTRoLS W PuACE

SELECTED
EXAMPLES

is protected, needs warrant;

data on remote servers is SUPREME COURT OF THE UNITED STATES
accessible to government

No. 1640

TIMOTHY IVORY CARPENTER, PETITIONER v.
UNITED STATES
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More Solutions

e Data sharing for research
standards — to get industry
data for research and to assess
industry behavior

e New modes of ethical review

® Design for trust: from dark
patterns to good pattern

We can do better!
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Nutrition Facts (Average)

Serving size 1 bar (37g) 4 servings per package

Your health is very important to us. We
understand that you are trusting us with your

wellbeing. We take that seriously and we take
reasonable steps to provide you with
satisfaction in your food choices.

Like most snack suppliers, we may include
sweetness to enhance your experience, with
the help of our trusted partners.

We ensure satiety and continuity with the aid of
a number of ingredients, including fresh water,
albumins, low-fat complex carbohydrates,
limited unsaturated lipids with E-somer fatty
acids and other items suited to these purposes.

We only include as much sodium as is
necessary to keep providing our product to you.

Our family of companies only consciously
include edible elements in our products and we
would never purchase toxins for your food.

We may change the ingredients of this product
at any time and post any changes to our
website, so you should refer back to our
website on a regular basis to ensure this
product is still right for you.

& Katharine Kemp 2019



MASTERCLASS:

FACIAL
RECOGNITION

Thursday, 27 February, 2020
10:00 am - 12:00 pm (EST)
Future of Privacy Forum

1400 | St. NW Suite 450
Washington, DC 20005

#RSAC

The Internet of Things (IoT) and People with
Disabilities: Exploring the Benefits, Challenges,
and Privacy Tensions

January 2019
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"Cyclone" by High Water Media is licensed under CC BY-NC-SA 2.0
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https://www.flickr.com/photos/36330825983@N01/605641687
https://www.flickr.com/photos/36330825983@N01
https://creativecommons.org/licenses/by-nc-sa/2.0/?ref=ccsearch&atype=rich

Questions?

Jules Polonetsky
www.FPF.org
@JulesPolonetsky
@FutureofPrivacy
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